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Executve Summary 
 
Based on a request made by the European Commission, this study analyses two of the eight 

prohibitions provided by Article 5 of the AI Act. It details the prohibition of real-time use of Remote 

Biometric Identification systems in publicly accessible spaces for law enforcement purposes, with the 

three situations in which such use may be allowed by national legislation and the conditions and 

safeguards under which such use is possible.1 The first prohibition is described in Article 5(1)(h) of the 

AI Act, together with the three cases for which such a use might be permitted under Article 5(1)(h)(i)-

(iii), and the conditions and safeguards in Article 5(2) of the AI Act.2 The second prohibition analysed 

relates to AI systems used to indiscriminately scrape facial images from the Internet or CCTV to creatw 

or expand facial recognition databases. This prohibition is detailed in Article 5(1)(e) of the AI Act. The 

study aims to provide input on these two prohibitions to support the European Commission in drafting 

the Guidelines on the prohibited AI practices. On 2 February 2025, the rules on prohibited practices 

will apply.3 This report is composed of a legal analysis illustrated by practical examples and several use 

cases of application.  

 

The AI Act lays down harmonised rules for the placing on the market, putting into service and use of 

AI systems in the EU in compliance with EU values, and the protection of safety, health, and 

fundamental rights. It distinguishes three levels of risks: first, AI systems posing unacceptable risks to 

fundamental rights (prohibited practices); second, AI systems having ‘a significant harmful impact’ on 

fundamental rights,  safety and health (high-risk systems), and third, AI systems posing only limited 

risks (limited risk systems).  The first category of AI systems is prohibited due to the unacceptable level 

of risks that they pose to fundamental rights. Exception to these prohibitions must comply with the 

limitations set out in Article 52(1) of the Charter of fundamental rights.  

 

The first prohibition relates to the real-time use of remote biometric identification (RBI) systems in 

publicly accessible spaces for a law enforcement purpose. These technologies only cover those aimed 

at identifying an individual, excluding verification systems from their scope. Although the most known 

RBI technology is facial recognition, more types of RBI exist. The notion of publicly accessible spaces 

is broad and includes spaces such as shopping centres, sports arenas, airports, and many more. Finally, 

the prohibition is linked to the purpose (law enforcement) and not to the actors. The AI Act provides 

three cases in which Member States can authorise the real-time use of RBI. Member States have a 

choice as they can also decide not to allow any use in their national legislation. These three cases cover 

the real-time use of RBI to search for the victims of three crimes and for missing persons (1), to prevent 

imminent threats to life and genuine threats of terrorist attacks (2) and to locate and identify suspects 

and perpetrators of serious crimes listed in Annex II of the AI Act. The aim is to provide new 

investigative tools for law enforcement purposes. Yet, as these tools can seriously impede the exercise 

 
1 Contract LC-03096758.  
2 The other conditons and safeguards, i.e. Artcle 5(2)-(7) of the AI Act, are analysed in Dr. Els Kindt’s report.  
3 Art.113 (a) AI Act.  
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of fundamental rights, their use in the situations where authorised is subject to conditions and 

safeguards. The deployment must be strictly necessary and targeted to a specific individual as the live 

use of these technologies should not lead to mass surveillance. From a fundamental rights perspective, 

the most important tool the deployers will have to draft and update is the Fundamental Rights Impact 

Assessment.  

 

The second prohibition under review is the untargeted scraping of facial images from the Internet or 

CCTV to create or build facial recognition databases. This prohibition echoes the Clearview AI’s 

practices where Clearview AI scraped billions of images  without any legal basis to create a facial 

database mainly for law enforcement purposes. If the practices of the company have been sanctioned 

for infringing the EU data protection rules, the AI Act tackles a specific issue. It prohibits the AI tool 

used to indiscriminately scrape facial images, whether this is done for law enforcement or non-law 

enforcement purposes.  

 

The report ends with a list of recommendations for deployers and Member States.  
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1. Introducton  

1.1 Background  
On 21 April 2021, the European Commission published a proposal for a ‘Regulation of the European 

Parliament and of the Council Laying Down Harmonised Rules on Artificial Intelligence Act to 

harmonised rules on Artificial Intelligence (Artificial Intelligence Act) and Amending Certain Union 

Legislative Acts.4 After three years of negotiations between the EU co-legislators, the regulation was 

adopted and the text officially published.5   

 

The Artificial Intelligence Act (AI Act) lays down harmonised rules for the placing on the market, 

putting into service and use of AI systems in the EU in compliance with EU values, and the protection 

of safety, health, and fundamental rights.6 It is, therefore, a general framework of AI systems, which 

follows a risk-based approach, depending on the risks these systems pose to fundamental rights, 

safety, and health.7 In the European Declaration on Digital Rights and Principles for the Digital Decade, 

the EU institutions acknowledged that while individuals could benefit from AI systems, they should 

also be ‘protected against risks and harm to one’s health, safety and fundamental rights.’8 This 

declaration and the Ethics Guidelines for Trustworthy AI of the High-Level Expert Group on Artificial 

Intelligence should be taken into account to establish the common rules for AI systems.9  

 

In this context, the AI Act distinguishes three levels of risks: first, AI systems posing unacceptable risks 

to fundamental rights (prohibited practices);10 second, AI systems having ‘a significant harmful impact’ 

on fundamental rights,  safety and health (high-risk systems), 11 and third, AI systems posing only 

limited risks (limited risk systems).12  While the first category is prohibited, save for some exceptions,13 

the second is subject to mandatory regulatory requirements,14 and the third to transparency 

obligations for their providers and deployers.15 The current study focuses on two prohibited practices, 

excluding the regimes applicable to high-risk systems and AI limited risk systems from its scope. The 

rationale and objective of the prohibited practices are further developed in Section 2.  

 

 
4 COM (2021) 206 fnal, 21 April 2021.   
5 Regulaton (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 laying down 
harmonised rules on artfcial intelligence and amending Regulatons (EC) No 300/2008, (EU) No 167/2013, (EU) 
No 168/2013, (EU) 2018/858, (EU) 2018/1139 and (EU) 2019/2144 and Directves 2014/90/EU, (EU) 2016/797 
and (EU) 2020/1828 (Artfcial Intelligence Act), OJ L2024/1689, 12 July 2024.  
6 Art. 1 AI Act.  
7 Rec. 26 AI Act. 
8 COM (2022) 28 fnal, p. 4.  
9 Rec. 7 AI Act.  
10 Art. 5 AI Act.  
11 Rec. 46, Art. 6, and Annex III AI Act.  
12 Rec.132 and Art. 50 AI Act 
13 Art. 5 AI Act.  
14 Art. 6 AI Act.  
15 Art. 50 AI Act.  
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The AI Act has two legal bases: Article 114 TFEU (internal market) and Article 16 TFEU (data protection) 

for the processing of personal data linked to the restrictions to the use of remote biometric 

identification systems for law enforcement purposes, the use of biometric categorisation systems for 

law enforcement purposes and the risk assessments of individuals for law enforcement purposes.16 

Therefore, the legal basis for the three cases is not Article 114 TFEU.  

 

Article 16 TFEU establishes the right to the protection of personal data, also recognised in Article 8 of 

the Charter of Fundamental Rights. It gives competence to the European Parliament and the Council 

to adopt legislative measures relating to the processing of personal data. Article 16 TFEU is the legal 

basis for the General Data Protection Regulation (known as GDPR or Regulation 2016/679), the Law 

Enforcement Directive, laying down the rules on the processing of personal data by law enforcement 

authorities in the area of police and criminal justice (LED or Directive 2016/680) and the EU Data 

Protection Regulation applicable to EU institutions, agencies and bodies (EUDPR or Regulation 

2018/1725). The rules that prohibit the real-time use of RBI in publicly accessible spaces for law 

enforcement purposes should apply as lex specialis to Article 10 of the LED on the processing of 

biometric data. The meaning of this lex specialis is further explained in relation to the prohibition of 

real-time use of RBI in Section 3 of the report.  

1.2 Purpose of the study and scope 
Within six months of the entry into force of the AI Act, rules relating to the prohibited practices, i.e. 

Article 5 of the AI Act, will be applicable. Following Article 96(1)(b) of the AI Act, the European 

Commission should issue guidelines to help providers and deployers comply with their respective 

obligations and understand the scope of the prohibited practices, along with the exceptions expressly 

mentioned and their practical implementation. This study provides some background, legal analysis, 

and practical examples of the application of the two prohibited practices covered by this study 

including their explicit exceptions and cases falling outside the scope of the prohibitions.  

 
The scope of this study is the analysis of Article 5(1)(h), i.e. the prohibition of the use of remote 

biometric identification systems in real-time and in publicly accessible spaces for a law enforcement 

purpose. Besides, the analysis will include the three exceptions to this prohibition as laid down in: 

 

- Artcle 5(1)(i), the targeted search for certain victms of specifc crimes and the search for 

missing persons; 

- Artcle 5(1)(ii), the preventon of a specifc, substantal and imminent threat to the life or 

physical safety of natural persons, or a genuine and present or genuine and foreseeable threat 

of a terrorist atack; and  

- Artcle 5(1)(iii), identfcaton and localisaton of suspects of serious crimes as listed in Annex 

II.  

 

 
16 Rec. 3 AI Act.  
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Specific conditions and safeguards have been added in Articles 5(2) to 5(7) of the AI Act before 

deploying RBI systems. This study will only cover the requirements set out in Article 5(2) of the AI 

Act.17  

 

In addition, the study covers the prohibition outlined in Article 5(1)(e). This provision prohibits placing 

on the market, putting into service, or using AI systems to create or expand facial recognition 

databases through untargeted scraping of facial images from the Internet or CCTV footage. 

1.3 Methodology   
This study is a desk-research analysis based on the primary sources of EU law, i.e., the Treaty on 

European Union (TEU), the Treaty on the Functioning of the European Union (TFEU), the EU Charter 

of (‘the Charter’), and the case law of the Court of Justice of the EU (ECJ) completed by that of the 

European Court of Human Rights (ECtHR).  

 
Besides, the study analyses the application of relevant secondary EU law, and in particular, the data 

protection framework composed of the General Data Protection Regulation (GDPR or Regulation 

2016/679) and the Law Enforcement Directive (LED or Directive 2016/680) for the processing of 

personal data for a law enforcement purpose by national competent authorities (i.e. law enforcement 

authorities or on their behalf). This analysis is completed by examples from national legislation, when 

relevant, and in particular, criminal law and criminal procedure laws. 

 
The study is based on case law, a literature review of academic articles, positions expressed and 

reports by NGOs on the topics of the study, newspapers articles, policy papers, reports of different EU 

and national bodies, including national data protection authorities (DPAs), the European Parliament 

(EP), including its Research Service (EPRS), the European Commission (EC), the European Union Agency 

for Fundamental Rights (FRA). Due to time constraints, the analysis and interpretation focused on key 

issues, such as the content and scope of prohibitions, including exceptions applicable to the case of 

real-time use of remote biometric identification systems.18  

2. General Provision on the Prohibited Practces  
Article 5 of the AI Act prohibits placing on the EU market, putting into service, or using AI systems that 

violate the EU values, as defined in Article 2 TEU, and fundamental rights, as recognised by the Charter 

of Fundamental Rights. The list of prohibited practices proposed by the European Commission 

contains exceptions to certain prohibitions. These exceptions were intensively debated during the 

 
17 The remaining conditons applicable to the exceptons are analysed in Dr Els Kindt’s report. The analysis was 
split between two reports due to tme management. 
18 Input and comments from NGOs, DG Home, DG Just, and DG CNECT, were provided during the drafing period 
of the report. Some use cases were also added at the request of the European Commission; however, their 
analysis remains the author’s.  
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trilogue negotiations, in particular, the exceptions to the RBI systems’ use in public spaces, including 

for non-law enforcement purposes.19 

2.1 Unacceptable risks to fundamental rights 
AI systems that pose unacceptable risks to fundamental rights are prohibited practices. The 

fundamental rights impacted by these systems are listed in a non-exhaustive manner as:  

 

- The right to the protecton of personal data (‘right to data protecton’)20 

- The right to respect for private and family life (‘right to privacy’)21 

- Freedom of expression and informaton22 

- Freedom of assembly and of associaton23  

- Freedom of thought, conscience and religion24  

- The right to non-discriminaton25 and equality26  

- The right to human dignity27 

- The right to an efectve remedy and to a fair trial28 

- Presumpton of innocence and right of defence29 

 

Among the fundamental rights, those that are absolute, such as the right to human dignity and the 

right not to be directly discriminated against as far as it is based on racial and ethnic origin, 30 cannot 

be restricted. The other fundamental rights, which are called qualified rights or non-absolute rights, 

can be restricted following the conditions of Article 52(1) of the Charter. Most fundamental rights fall 

in that category.  

2.2 Restrictons to fundamental rights  
To the extent that the fundamental rights are not absolute, their exercise can be limited if it meets 

the requirements of Article 52(1) of the Charter. Limitations on the exercise of fundamental rights 

must be provided by law, respect the essence of the right(s) at stake, pursue a legitimate aim (either 

an objective of general interest as recognised by the Union or the protection of the rights and 

freedoms of others), and comply with the necessity and proportionality tests.  

 
Article 52(1) Charter reads as follows: 

 
19 E.g. Bertuzzi, L. ‘AI Act: MEPs mull narrow facial technology uses in exchange of other bans’ Euractv, 6 
November 2023 htps://www.euractv.com/secton/artfcial-intelligence/news/ai-act-meps-mull-narrow-
facial-recogniton-technology-uses-in-exchange-for-other-bans/   
20 Art. 8 of the Charter. 
21 Art. 7 of the Charter. 
22 Art. 11 of the Charter. 
23 Art. 12 of the Charter.  
24 Art. 10 of the Charter.  
25 Art. 21 of the Charter.  
26 Art. 20 of the Charter. 
27 Art. 1 of the Charter.  
28 Art. 47 of the Charter. 
29 Art. 48 of the Charter.  
30 as protected by Directve 2000/43/EC; Council Directve 2000/43/EC of 29 June 2000 implementng the 
principle of equal treatment between persons irrespectve of racial or ethnic origin, OJ L180, 19 February 2000.  
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Any limitation on the exercise of the rights and freedoms recognised by this Charter must be 

provided by law and respect the essence of those rights and freedoms. Subject to the principle 

of proportionality, limitations may be made only if they are necessary and genuinely meet 

objectives of general interest recognised by the Union or the need to protect the rights and 

freedoms of others.  

 

The requirements of legality, proportionality, and necessity derive from the case law of the ECtHR, 

whereas the requirement of ‘respect for the essence of the right’ can find its roots in the constitutions 

of several Member States.31 Legality implies the existence of a legal basis, which is clear and precise 

in its terms and foreseeable in its application.32 Necessity refers to the least restrictive but equally 

efficient means to achieve a legitimate aim.33 Regarding the exceptions to the prohibition of real-time 

RBI use in publicly accessible spaces, the requirement is heightened to that of strict necessity.34 The 

meaning of strict necessity is further explained in Section 3 on RBIs. Proportionality calls for balancing 

competing interests or rights (such as public security and data subjects’ rights) and checking the 

existence of safeguards that accompany a measure.35 The CJEU found, for example, that data retention 

measures lacked safeguards concerning the persons affected by the measures. Those included the 

lack of objective criterion to limit law enforcement access to the retained data, the lack of substantive 

and procedural conditions on access and further use of the retained data,36 and the obligation to notify 

concerned individuals. 37  

 

As noted by the EDPS, these safeguards aim at reducing the impact of a measure on fundamental 

rights.38  

For example,  

In the context of automated systems, the EDPS proposed introducing safeguards such as ‘human 

verification’, ‘meaningful explanation’, and ‘reporting’.39 

 

 
31 Brkan M., ‘The Concept of Essence of EU Fundamental Rights in the EU Legal Order: Peeling the Onion to Its 
Core’ (2018) 14(2) European Consttutonal Law Review.  
32 Concerning interference with the rights to data protecton and privacy, see AG opinion Case C-203/15 and C-
698/15 Tele2 Sverige and Watson, 19 July 2016, paras 138-140, referring to the ECtHR’s case law. 
33 Tridimas T., ‘The Principle of Proportonality’ in Schütze R. and Tridimas T.(eds) Oxford Principles of European 
Union Law (vol I, OUP 2018); AG opinion Case C-203/15 and C-698/15 Tele2 Sverige and Watson, 19 July 2016, 
paras 207 et seqs.  
34 Artcle 5(1)(h) of the AI Act. 
35 See Kindt’s report for a general presentaton on necessity and proportonality.  
36 Joined Cases C-293/12 and C-594/12, Digital Rights Ireland, paras, 54, 60-62; joined Cases C-203/15 and C-
698/15, Tele2 Sverige and Watson, 21 December 2016, paras 117-119.  
37 Joined Cases C-203/15 and C-698/15, Tele2 Sverige and Watson, 21 December 2016, para. 121.  
38 EDPS Guidelines on Assessing the Proportonality of Measures that Limit the Fundamental Rights to Privacy 
and to the Protecton of Personal Data, 25 February 2019, htps://www.edps.europa.eu/data-protecton/our-
work/publicatons/guidelines/edps-guidelines-assessing-proportonality-measures_en  
39 Ibid, p. 32. 
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The essence of the right represents ‘core’, ‘minimum content’ of a right, which cannot be infringed, 

although it is difficult to define what this essence represents.40 In several decisions, the CJEU assessed 

whether the essence of the rights to privacy and data protection was infringed. In Schrems, the Court 

considered that ‘legislation permitting the public authorities to have access on a generalised basis to 

the content of electronic communications must be regarded as compromising the essence of the 

fundamental right to respect for private life.’41 In Digital Rights Ireland, the Court considered that the 

essence of the right to data protection was not adversely affected by data retention measures as some 

principles existed to ensure that ‘appropriate technical and organisational measures [were] adopted 

against accidental or unlawful destruction, accidental loss or alteration of the data.’ 42  

 

Although Article 52(1) of the Charter is not mentioned in the recitals of the AI Act, exceptions to the 

prohibited practices must comply with the requirements outlined in Article 52(1) of the Charter. 

2.3. Actors and AI practces 

2.3.1 Actors 43 

The AI Act distinguishes different categories of actors: providers, deployers, importers, distributors 

and product manufacturers.   

 

Providers are natural and legal persons, whether public authorities, agencies or other bodies that 

develop AI systems, place them on the EU market, or put them into service.44 According to Article 3 of 

the AI Act, they either make available the AI systems for the first time (‘place on the market,’ which 

refers to introducing the AI systems to the EU market for the first time) or supply the AI systems for 

first use directly to the deployer or for their own use (‘putting into service,’ under its own name or 

trademark, which means using the AI systems for the first time).45 Providers established or located 

outside the EU are subject to the AI Act rules if they place them on the EU market or put them into 

service in the EU. 46 This is linked to the extra-territorial scope of the AI Act.47   

 

For example,  

A provider of a remote biometric identification system is the manufacturer or the seller of the system.  

 

Deployers, distributors and importers are considered providers if 1) they put their name or 

trademark on a high-risk AI system already in the market or put it into service, or 2) they make a 

substantial modification to a high-risk system already on the market or put it into service, or 3) they 

 
40 Tridimas T. and Gentle G., ‘The Essence of Rights: An Unreliable Boundary?’ (2019) 20 German Law Journal 
794. On the scope of the essence of the rights, see Els Kindt’s report for further developments.  
41 Case C-362/14, Schrems v. Data Protecton Commissioner, 6 October 2015, para. 94.  
42 Joined cases C-293/12 and C-594/12, Digital Rights Ireland, 8 April 2014, para. 40 
See Kindt’s report for a general descripton of the essence of fundamental rights.  
43 This secton gives an overview of the diferent actors; however, the focus for this study is mainly on providers 
and deployers.  
44 Art.3(3) AI Act.  
45 Art.3(9) and Art. 3(11) AI Act.  
46 Art. 2(1)(a) AI Act.  
47 ibid.  
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modify the intended purpose of an AI system not classified as high-risk in such a way that, as a result, 

it becomes a high-risk system.48  

 

For example,  

Actors can have different roles:  

- If they develop their own AI tools that they use aferwards, they are both providers and 

deployers.  

- If they develop their own AI tools used by other actors, they will be providers.  

 

Deployers are natural or legal persons, public authorities, agencies or other bodies using the AI 

systems unless the use is for a ‘personal non-professional activity.’49 Deployers are the users of the 

systems.  

 

For example,  

The deployer of a remote biometric identification system is the user, i.e. a law enforcement authority 

(police, prosecutor), an entity or body or individual acting on their behalf, or a private company.  

 
Importers are natural or legal persons located or established in the EU that places on the market an 

AI system bearing the name or trademark of a natural or legal person established in a third country.50  

 

Distributors are natural or legal persons in the supply chain, other than the provider or the importer, 

that make an AI system available on the Union market. 51 

 

Product manufacturers are not defined in the AI Act but are understood as defined in the New 

Legislative Framework.52 

 
The AI Act does not provide harmonised rules for the ‘end-users’, i.e. the persons impacted by the use 

of the AI system, the persons against whom the AI system is used.53  

2.3.2 AI practces 

The AI practices covered by Article 5 of the AI Act are the placing on the EU market, putting into 

services or using AI systems. According to Article 3(9) of the AI Act, placing on the market is ‘the first 

making available of an AI system or general-purpose AI model on the Union market.’ As for making 

 
48 Art. 25(1)(a)-(c) AI Act and Rec. 84 AI Act.  
49 Art. 3(4) AI Act.  
50 Art. 3(6) AI Act.  
51 Art. 3(7) AI Act.  
52 Composed of Regulaton (EC) No 765/2008, Decision No 768/2008/EC and Regulaton (EU) 2019/1020; Rec. 
87 AI Act.  
53 The term ‘end-users’ does not imply that the individuals are using the system or have an actve role. But it 
refects the fact that the system is deployed for or against them. In her policy briefng delivered to Ada Lovelace, 
Edwards uses the expression ‘afected individuals’. See Policing Briefng, ‘People, Risk and the Unique 
Requirements of AI: 18 Recommendatons to Strengthen the EU AI Act,’ Ada Lovelace, 31 March 2022.  
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available, it is defined as the supply of the system ‘for distribution or use on the Union market in the 

course of a commercial activity, whether in return for payment or free of charge.’54  

For example,  

A remote identification biometric system developed outside the EU by a foreign manufacturer is 

placed on the EU market for the first time when it is first sold in one of the EU countries.  

 

Article 3(11) of the AI Act defines putting into service as ‘the supply of an AI system for first use to the 

deployer or for own use in the Union for its intended purpose.’ The intended purpose is the ‘use for 

which an AI system is intended by the provider, including the specific context and conditions of use, 

as specified in the information supplied by the provider in the instructions of use, promotional or sales 

materials and statements, as well as in the technical documentation.’55   

For example,  

A company that bought a remote biometric identification system built outside the EU supplies it to 

a law enforcement authority or a private company to be used for the first time.  

 
Although the use of an AI system is not defined in the AI Act, it should be understood that it covers 

deployment under normal conditions, i.e., as specified by the provider of the system and the technical 

documentation accompanying the system.  

For example,  

A remote identification system, such as facial recognition software, used by a shop owner, 

according to the technical specifications provided by the seller of the system.  

2.4 Interplay with existng legislaton  
As acknowledged in Recital 9, the AI Act is a horizontal Regulation that applies across sectors but 

without prejudicing existing EU law, in particular on the protection of personal data, consumer 

protection, fundamental rights, employment, protection of workers, and product safety. The AI Act 

complements existing legislation. Concerning the restrictions on the use of RBI systems for law 

enforcement purposes, the AI Act applies as a lex specialis of Article 10 of the LED.56 The AI Act does 

not overlap with the LED but should apply in addition to and comply with the LED. See section 3 for 

detailed explanations on the lex specialis and the data protection rules. 

 

Finally, the prohibitions outlined in Article 5 of the AI Act and the explicit exceptions to these 

prohibitions cannot be used to circumvent obligations derived from other EU laws or infringe on other 

EU laws.57   

 
54 Art. 3(10) AI Act.  
55 Art. 3(12) AI Act.  
56 Rec.38 AI Act.  
57 Art. 5(8) AI Act.  
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2.5 Enforcement aspects  

2.5.1 Natonal Competent Authorites  

Member States must designate competent authorities to supervise and enforce the AI Act. These 

competent authorities should include, at least, one notifying authority and one market surveillance 

authority.58 According to Article 3(26) of the AI Act, market surveillance authorities (MSA) are the 

‘national authority[ies] carrying out the activities and taking the measures pursuant to Regulation (EU) 

2019/1020.’  MSAs enforce the AI Act rules, investigate complaints and impose penalties for violations 

of the AI Act rules, while notifying authorities are responsible for ‘setting up and carrying out the 

necessary procedures for the assessment, designation and notification of conformity assessment 

bodies and for their monitoring.’59  

 

According to Article 74(2) of the AI Act, market surveillance authorities must ‘annually report to the 

European Commission about the use of prohibited practices that occurred during that year and about 

the measures taken.’ The European Data Protection Board (EDPB) issued a statement, statement 

3/2024, concerning the role that DPAs could play in the enforcement and implementation of the AI 

Act and their designation as Market Surveillance Authorities in several cases, including for ‘high-risk 

AI systems used for law enforcement, border management, administration of justice and democratic 

processes.’60  

 

Designation of Market Surveillance Authorities and the role of national DPAs: the case of the 

Netherlands61 

Concerning the supervision of the AI Act rules, the Dutch Data Protection Authority (Autoriteit 

Persoonsgegevens), together with the Dutch Authority for Digital Infrastructure (Rijksinspectie 

Digitale Infrastructuur), has provided an opinion to the Dutch government on the supervisory 

structure in the Netherlands. A part relates to the supervision of the prohibited practices. In their 

advice, the authorities recommend designating the Dutch DPA as a market surveillance authority 

for the prohibited AI systems concerning real-time use of RBIs, biometric categorisation, emotion 

recognition, untargeted facial image scraping and predictive policing. Relating to the real-time use 

of RBIs and predictive policing systems, the Dutch DPA will be the market surveillance authority, 

while the Inspectorate of Justice and Security (Inspectie Justitie en Veiligheid) will be involved in the 

supervision as the sector-specific supervisory authority. A follow-up opinion will explain how the 

cooperation between the market surveillance authority (the Dutch DPA) and the sector or domain-

specific supervisory authorities will be implemented.  

 
58 Rec. 153 AI Act and Art. 3(48) AI Act.  
59 Artcle 3(19) AI Act and Artcle 28 AI Act.  
60 EDPB, Press release on the EDPB’s statement on DPAs role in AI Act framework 
htps://www.edpb.europa.eu/news/news/2024/edpb-adopts-statement-dpas-role-ai-act-framework-eu-us-
data-privacy-framework-faq_en 
EDPB, ‘Statement 3/2024 on data protecton authorites’ role in the Artfcial Intelligence Act framework’, 16 
July 2024, htps://www.edpb.europa.eu/system/fles/2024-07/edpb_statement_202403_dpasroleaiact_en.pdf   
61 htps://autoriteitpersoonsgegevens.nl/en/current/ap-and-rdi-supervision-of-ai-systems-requires-
collaboraton-and-must-be-arranged-quickly  
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2.5.2 Fines for non-compliance  

According to Article 99 of the AI Act, Member States will have to establish rules on penalties and other 

enforcement measures (including warnings addressed to operators or non-monetary measures) for 

infringements of the AI Act. The AI Act follows a tiered approach to impose penalties for non-

compliance with the AI Act rules, linking the seriousness and severity of the infringement to the level 

of the fine.  

 

Non-compliance with the prohibitions of the AI practices provided in Article 5 of the AI Act are the 

most severe infringements. Therefore, they are subject to administrative fines of up to 35 million 

euros or, in case of an undertaking, 7% of the total worldwide annual turnover for the preceding 

financial year, whichever is higher.62 Member States should notify the European Commission of the 

rules on penalties and other enforcement measures they have adopted, at the latest by the date of 

entry into application of the AI Act. 63  

 

Date of Application of the penalties provision for prohibited AI practices  

Following Article 113 of the AI Act, chapter XII on penalties, which includes Article 99, will apply on 

2 August 2025. Consequently, the provision on penalties for non-compliance with the prohibition 

of the AI practices of Article 5 will not apply before 2 August 2025 while the rules on the prohibited 

practices will apply from 2 February 2025.  

 

2.6 Exclusions of Member States  
In application of protocols annexed to the TFEU, two Member States have a special status and a 

discretion in applying or not the rules prohibiting the real-time use of RBIs for law enforcement 

purposes, the conditions applicable to the exceptions, and the rules on retrospective use of RBI for 

law enforcement purposes.64 

 

Ireland65 
With the discretion granted to Ireland under Protocol No. 21 on the position of the United Kingdom 

and Ireland in the area of freedom, security and justice (AFSJ) annexed to the TEU and TFEU, Ireland 

can decide not to apply the rules concerning the prohibition of real-time use of RBIs in public spaces 

for a law enforcement purpose as well as the procedural rules linked to that article (Article 5(2) to 

Article 5(6) of the AI Act). Similarly, Ireland is not bound by the rules on retrospective RBI for law 

enforcement outlined in Article 26(10) of the AI Act. The discretion is linked to the fact that Ireland is 

not bound by obligations on judicial cooperation in criminal matters or police cooperation. This results 

from the opt-outs given to Ireland (and the UK) in the AFSJ.  

  

 
62 Artcle 99(4) AI Act.  
63 Artcle 99(2) AI Act.  
64 And the prohibiton concerning biometric categorisaton for law enforcement purposes and AI systems used 
for predictve policing, which are not covered by the scope of this study, see recitals 40 and 41 of the AI Act;  
For more informaton on these opts-out, see Chevallier-Govers C., ‘Artcle 67 TFEU [Establishing the AFSJ]’ in 
Blanke H-J and Mangiameli S. (eds) Treaty on the Functoning of the European Union – A Commentary (Springer)  
65 Rec.40 AI Act.  
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Denmark66 
Denmark benefits from opt-out agreements when applying Protocol No. 22 to the TEU and TFEU and 

can decide not to fully apply the prohibitions of Article 5 of the AI Act.  

3 Real-tme Remote Biometric Identfcaton Systems  
Article 5(1)(h) of the AI Act prohibits:  
 

the use of ‘real-tme’ remote biometric identfcaton systems in publicly accessible spaces for 

the purposes of law enforcement, unless and in so far as such use is strictly necessary for one 

of the following objectves […]  

 

This section analyses the ban on real-time use of RBIs for law enforcement purposes and the three 

cases for which Member States can choose to allow, through their national legislation, the real-time 

use of RBI systems. Member States are free to allow the three exceptions, some of them, or not to 

allow any of them. In the absence of national legislation allowing the real-time use of RBI in publicly 

accessible areas for one of the three cases, law enforcement authorities and entities acting on their 

behalf will not be allowed to deploy the technologies. Thus, the existence of a national legislation that 

complies with the requirements of Article 5(2) of the AI Act is a pre-requisite.   

 

Each component of the prohibition will be explained together with the rationale of the ban and the 

exceptions.  

3.3 Ratonale of the prohibiton 
The rationale for the prohibition of the real-time use of RBIs in publicly accessible spaces for law 

enforcement purposes can be found in Recital 32 AI Act. In that recital, the AI Act acknowledges the 

‘intrusive nature’ of RBIs on the right to privacy (their use ‘may affect a large part of the population’ 

and ‘evoke a feeling of constant surveillance’), on the ‘freedom of assembly and on other fundamental 

rights.’ 

  

As identified among others by the FRA and the EDPB,67 those fundamental rights include: 

- The right to data protecton as RBIs rely on the processing of biometric data and other personal 

data (e.g. names, ID numbers, as well as sensitve data such as ethnicity) to identfy specifc 

individuals.  

- Freedom of expression in public spaces, as if individuals know they are monitored, they might 

change their behaviour.68 

- The right to an efectve remedy and a fair trial.  

- The right to non-discriminaton and the right to human dignity.  

 

 
66 Rec.41 AI Act.  
67 FRA’s Report on Facial Recognition in the Context of Law Enforcement and EDPB’s Opinion 05/2022.  
68 van der Sloot B. and Lanzing M., ‘The Continued Transformation of the Public Sphere: On the Road to Smart 
Cities, Living Labs and a New Understanding of Society’ in Nagenborg M. and others (eds) Technology and the 
City: Towards a Philosophy of Urban Technologies (Springer 2021). 
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Due to the serious interferences that their use poses to fundamental rights, their deployment is, in 

principle, not allowed. However, as most of these fundamental rights are not absolute,69 

interferences, such as in the context of public security, justify restrictions on exercising these rights as 

provided by Article 52(1) of the Charter. Any limitation must comply with the requirements of legality, 

necessity, proportionality and respect for the essence of fundamental rights, as already described.  

 

Until the adoption of the AI Act, no legal rules applied to the deployment and use of RBIs. Those 

systems were only regulated by data protection rules as they process personal and biometric data for 

their functioning. Personal data are defined as information relating to an identified or identifiable 

individual,70 whereas biometric data are a category of personal data, which result ‘from specific 

technical processing relating to the physical, physiological or behavioural characteristics of a natural 

person, which allow or confirm the unique identification of that natural person, such as facial images 

or dactyloscopic data’.71 Biometric data that are processed for the purpose of uniquely identifying an 

individual fall into the category of sensitive data. The regime applicable to the processing of sensitive 

data under the GDPR and the LED, and the different concepts of biometric data, are explained in the 

next section.  

3.4 Background  

3.4.1 Biometric recogniton technologies 

Biometric recognition technologies detect, capture, and transform measurable physical characteristics 

(such as eye distance and size, nose length, etc.) or behavioural characteristics into machine-readable 

biometric data.72 These data are available in different forms: images or templates, which are a 

mathematical representation of the salient features used for recognition purposes. Biometric 

recognition technologies are used for two purposes: verification and identification purposes. 73 

Verification consists in comparing data presented at a sensor with another set of previously recorded 

data stored on a device, such as a smartphone, a passport, an ID card, or in a single database. This is 

known as a one-to-one comparison. The purpose of the verification modality, often called 

authentication, is to check if the person is who they claim to be and not to establish who they are. 

This modality is used in access control, identity checks, or as a password replacement.74  

 

For example, 75 

 
69 The right of human dignity is an absolute fundamental right; as such it cannot be limited under any conditons, 
as already mentoned. 
70 Art.4(1) GDPR and Art. 3(1) LED.  
71 Art. 4(14) GDPR and Art.3(13) LED. 
72 eg Hamsici O.C. and Martnez A.M., ‘Face Recogniton, Component-Based’, in Li S.Z., Jain A.K. (eds) 
Encyclopedia of Biometrics (1st ed. Springer Science, 2015). 
73 As defned by the biometrics community in ISO/IEC Standard 2382-37:2022 Informaton Technology - 
Vocabulary, Biometric recogniton, Term 37.01.03.  
74 eg Ross A., Jain A.K. (2015) ‘Biometrics, Overview’ in Li S.Z. and Jain A.K. (eds) Encyclopedia of Biometrics, (1st 
ed. Springer Science, New York), pp. 289-294. 
75 E.g. Factsheet, Entry-Exit System for non-EU citzens, htps://home-
afairs.ec.europa.eu/document/download/3bcec877-43b6-4de4-b440-
300ab47462be_en?flename=factsheet_-_entryexit_system_en.pdf  
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The capture of a traveller’s facial images and fingerprints, as a pre-enrolment stage for automated 

border control checks, is a processing operation that enables identity verification at the borders. 

When the traveller crosses the borders, their recorded data in a border control system (such as the 

Entry-Exit System)  will be compared with their live biometric data. This is a one-to-one comparison.  

 

The second modality, biometric identification, compares captured data with multiple sets of data to 

find who the person is, i.e. whether there is a match between the data presented at the sensor and 

any other data contained in databases used for comparison purposes. This is the one-to-many 

comparison. From a technical perspective, identifying someone is not establishing the identity of a 

person or knowing the name but determining if the person is known in any of the databases checked 

during the identification process. Identification is often used in criminal investigations. As explained 

in this study, the biometric recognition technologies that are covered by the notion of RBI in the AI 

Act are biometric technologies used for identification purposes only.76 

Beyond identification and verification, biometric recognition technologies can be used for purposes 

other than biometric recognition. For instance, they can be used for biometric categorisation (linked 

to gender classification or age estimation for example) or emotion detection. But in these cases, 

although the technologies are called biometric recognition technologies, they technically do not 

perform biometric recognition. 77 

 

Functioning of a facial recognition system used for identification purposes 

 

Several technical steps can be distinguished from the capture of the biometric characteristics to their 

transformation into biometric data.78 These steps can be defined, for example, as follows:79  

 

    1) Images are captured through CCTV cameras or other video devices (‘image acquisition’) 

    2) Within the frame captured, human faces are detected (‘face detection’) 

    3) Those facial images are then enhanced, i.e. their quality is improved, to extract the physical 

features that will be used to perform the identification (‘facial extraction’) 

   4) The extracted features are then transformed into a biometric template, which is a mathematical 

representation of the facial features (‘template generation’) 

   5)  The template is then compared with other biometric data to measure the percentage of similarity 

between them (‘face comparison’)  

 

 
76 Rec. 17 AI Act.  
77 Since biometric recogniton only covers identfcaton and verifcaton, Term 37.01.03, ISO/IEC Standard 2382-
37:2022.  
78 See Jasserand C. ‘‘Biometric Data, Within and Beyond Data Protecton’ in van der Sloot and van Schendel (eds) 
The Boundaries of Data (AUP 2024); A29WP, Opinion 3/2012 on developments in biometric technologies, 27 
April 2012, WP193; A29WP, Opinion 02/2012 on facial recogniton in online and mobile services, 22 March 2012, 
WP192.  
79 It should be noted there is no standardised way to present these steps. Inspiration for the description was 
taken in part from the functioning of the live automated facial recognition system (called AFR) used by the South 
Wales Police, in Bridges v. South Wales Police, see [2019] EWHC 2341 (Admin), paras 23-25. 
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For comparison purposes, a reference database needs to be established, i.e. a database containing 

other facial images or facial templates against which the generated image or template will be 

compared.  

3.4.2 Noton(s) of biometric data  

Biometric recognition systems rely on the measurement of identifiable features, such as measurable 

facial characteristics, to perform biometric recognition. The systems collect and process biometric 

data for their functioning. Biometric data is both a technical notion and a legal notion.  

 

Definition of biometric data in the data protection framework 

While a legal definition of biometric data has been introduced in EU the data protection framework, 

a more inclusive definition of biometric data has been introduced in 3(34) of the AI Act. From a data 

protection perspective, biometric data aredefined as:  

‘personal data resulting from technical processing relating to the physical, physiological, or 

behavioural characteristics of a natural person, which allow or confirm the unique 

identification of that natural person, such as facial images or dactyloscopic data’80 

 

The definition is composed of four elements:  

1) their qualifcaton as personal data (i.e. they relate to an identfed or identfable individual),  

2) the technical processing through which biometric data are generated (which should include 

the transformaton of biometric characteristcs into a biometric template),  

3) the biometric characteristcs from which the data are generated (physical and physiological 

characteristcs,81 such as an individual’s biological characteristcs, e.g. facial features, 

fngerprint ridges, and behavioural characteristcs, relatng to how a person moves, speaks, 

types, etc., e.g. gait recogniton).  

4) the purpose of the processing: allowing or confrming the unique identfcaton.  

 

There is uncertainty concerning the meaning of unique identification, whether it relates to the 

biometric identification function82 or whether it should be interpreted as a threshold of identification 

from a data protection perspective (where individuals are uniquely singled out or identified thanks to 

the unique characteristics of their biometric data) or whether the processing is carried out for identity 

verification purposes or biometric identification purposes). Beyond a terminological discussion, the 

criterion of ‘unique identification’ is used to classify biometric data as sensitive data. According to 

Article 9(1) GDPR and Article 10 LED, biometric data fall into the special category of data (i.e. sensitive 

data) if they are processed to uniquely identify an individual. Although the debate is not settled, 

biometric data that are processed for purposes other than biometric recognition (i.e. identification or 

verification) do not fall into the legal definition of biometric data under EU data protection law. Thus, 

 
80 Art. 9(1) of the GDPR, Art. 10 of the LED, and Art. 10(1) of the EUDPR.  
81 Physical and physiological characteristcs are not necessarily distnguished in technical papers, see also the 
defniton of biometric recogniton by the UK DPA, ICO, htps://ico.org.uk/for-organisatons/uk-gdpr-guidance-
and-resources/lawful-basis/biometric-data-guidance-biometric-recogniton/biometric-recogniton/  
82 e.g. See Tosoni L. and Bygrave L.A., ‘Artcle 3, Defnitons’ in the EU Law Enforcement Directve (LED), A 
Commentary  
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biometric data processed for categorisation purposes and emotion recognition, whose purpose is not 

to identify an individual, are excluded from this GDPR/LED/EUDPR definition.  

 

Definition of biometric data in the AI Act 

Article 3(34) of the AI Act defines ‘biometric data’ as:  

personal data resulting from technical processing relating to the physical, physiological, or 

behavioural characteristics of a natural person, such as facial images or dactyloscopic data.  

 

The AI Act provides a broader definition of biometric data than that in the EU data protection 

instruments as ‘[b]iometric data [under the AI Act] can allow for the authentication, identification or 

categorisation of natural persons and for the recognition of emotions of natural persons.’83 Yet, from 

a data protection perspective, it is understood that personal data relating to biometric characteristics 

and processed for emotion or categorisation purposes do not fall under the definition of biometric 

data.84 Although the notion of biometric data in the AI Act should be interpreted in light of the 

definitions provided in Article 4(14) of the GDPR, Article 3(13) of the LED, and Article 3(18) of the 

EUDPR, the definition builds on the constitutive elements of biometric data from a data protection 

perspective to the exception of the purpose of processing (i.e. ‘to allow or confirm the unique 

identification’).  

 

Biometric data as sensitive data  

From a data protection perspective, biometric data processed to uniquely identify an individual fall 

into the special categories of personal data. The rules applicable to their processing are different in 

the GDPR and the LED.  

 

GDPR rules  

The processing of the special categories of personal data (also referred to as sensitive data) is 

prohibited under the GDPR unless an exception applies.85  

Article 9(2) of the GDPR provides ten legal grounds:  

- Explicit consent of the data subject (Art.9(2)(a) GDPR) 

- In the feld of employment, social security and social protecton law (Art.9(2)(b) GDPR) 

- Protecton of vital interests (Art. 9(2)(c) GDPR) 

- Legitmate actvites of a foundaton, associaton or not-for-proft body with a politcal, 

philosophical, religious or trade union aim (Art. 9(2)(d) GDPR) 

- Data manifestly made public by the data subject (Art. 9(2)(e) GDPR) 

- Establishment, exercise or defence of legal claims (Art. 9(2)(f) GDPR) 

- Substantal public interest (Art. 9(2)(g) GDPR) 

- Preventve or occupatonal medicine (Art. 9(2)(h) GDPR) 

- Public interest in the area of public health (Art. 9(2)(i) GDPR) 

- Archiving purposes in the public interest, scientfc or historical research purposes or statstcal 

purposes (Art. 9(2)(j) GDPR) 

 
83 Rec. 14 AI Act.  
84 Due to their purpose of processing, which is to uniquely identfy.  
85 Art. 9(2) GDPR.  
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In addition, Member States can introduce further conditions or restrictions concerning the processing 

of biometric data.86  

 

GDPR and legal bases to process biometric data through facial recognition technologies 

 

- The French DPA considered that only three exceptions could justify the processing of biometric data: 

the data subject’s explicit consent, substantial public interest, and the protection of vital interests.87 

 

-  On the occasion of an official warning against a Dutch supermarket that used FRT for security and 

shoplifting prevention, the Dutch DPA considered that only two legal bases could be invoked for the 

deployment of FRTs: explicit consent and substantive public interest. 88 In the case of the supermarket, 

customers did not explicitly consent to the use of FRT. Conducting a strict necessity and 

proportionality test, the Dutch DPA found that ensuring the security of the supermarket by scanning 

the faces of everyone was not justified, as there were other means to ensure the protection of the 

property, staff and customers. For instance, the supermarket could use surveillance cameras without 

facial recognition. Thus, no substantive public interest justified the use of FRT and the processing of 

biometric data.89  

 

LED rules  

By contrast, Article 10 of the LED allows the processing of sensitive data only when strictly necessary, 

subject to appropriate safeguards, and in three cases: when authorised by Union or Member State 

law, to protect the vital interests of an individual, and when the data have been manifestly made 

public by the data subject.90  

 

Yet, several Member States experimented with facial recognition technologies in public spaces, 

including for policing purposes, without a clear legal framework.91 In France, the municipality of Nice 

trialled live facial recognition technologies on volunteers during the Carnival in 2019, relying on the 

explicit consent of the participants. However, as observed by the French DPA, there was no other legal 

basis was available for deploying the technologies for policing purposes.92 In the UK, when it was still 

part of the EU, more than ten police forces trialled the technologies on different occasions, which led 

to some arrests.93 In Italy, the Italian DPA stopped the deployment of the SARI Real-Time System (live 

 
86 As well as genetc data and data concerning health; Art. 9(4) GDPR.  
87 CNIL, ‘Facial Recogniton: For A Debate Living Up to the Challenges’ (2019), p.6 
88 htps://www.edpb.europa.eu/news/natonal-news/2021/dutch-dpa-issues-formal-warning-supermarket-its-
use-facial-recogniton_en 
See also htps://autoriteitpersoonsgegevens.nl/documenten/juridisch-kader-gezichtsherkenning  
89 htps://autoriteitpersoonsgegevens.nl/documenten/juridisch-kader-gezichtsherkenning 
90 Art. 10 (a)-(c) LED. 
91 For an overview of Member States’ experiments and deployments of FRTs, see Algorithmic Watch, 
‘Automatng Society, Report 2020’; Montag L. et al. ‘The rise and rise of biometric mass surveillance in the 
EU’(2021) htps://edri.org/wp-content/uploads/2021/11/EDRI_RISE_REPORT.pdf  
92 No specifc law existed in France to allow police authorites to deploy live FRTs in public spaces in applicaton 
of Artcle 10 of the LED.  
93 In France, the municipality of Nice experimented FRTs on volunteers during the Carnival of 2019; while in the 
UK more than ten police forces across the country trialled FRTs for testng and operatonal purposes, for more 
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facial recognition technologies) that the Italian Ministry of Interiors had planned to deploy, while there 

was no adequate legal basis for such a system.94 

 

As observed by the EDPB, a mere transposition of Article 10 of the LED into national laws does not 

constitute the legal basis for processing biometric data since such a law would not be specific enough 

and lack foreseeability.95 In particular, such a general clause ‘would lack specific requirements 

indicating the circumstances in and conditions under which law enforcement authorities would be 

empowered to resort to using facial recognition technology.’ 96  

 

The AI Act has introduced a general prohibition for the real-time use of RBI systems for law 

enforcement purposes, subject to limited exceptions, as explained in this section. This prohibition is 

conceived as a lex specialis to Article 10 of the LED, preventing a Member State from adopting national 

legislation to allow their use based on the implementation of Article 10 of the LED.97  

 

Lex specialis 

The rules that prohibit the real-time use of RBI, subject to certain exceptions, should apply as lex 

specialis to Article 10 of the LED.98 Article 5 of the AI Act provides a framework of rules and does not 

provide the legal basis to process biometric data for any of the exceptions permitted under Article 

5(1)(h)(i)to(iii). Member States need to adopt a national law to allow these exceptions, should they 

decide to allow them.99 As specified in Recital 94 of the AI Act, the processing of biometric data linked 

to RBI for law enforcement purposes must comply with the conditions outlined in Article 10 of the 

LED, i.e. strict necessity, the existence of safeguards, and a legal basis. Thus, the rules of the AI Act 

must comply with Article 10 of the LED and the requirements laid down in Article 5 of the AI Act.  

 

Other cases 

The processing of biometric data involved in the use of RBI, in cases other than real-time RBI for a law 

enforcement purpose in publicly accessible spaces, is subject to Article 10 of the LED for a law 

enforcement purpose.  

For example, 

The processing of biometric data that results from the retrospective use of a voice recognition 

system for a criminal investigation remains subject to Article 10 of the LED. Such processing needs, 

therefore, to be allowed by clear and specific provisions at national level.  

 

 
informaton, see Jasserand C. ‘Experiments with Facial Recogniton Technologies in Public Spaces: in Search of an 
EU Governance Framework’ in Zwiter A. and Gstrein O.J. (eds) Handbook on the Politcs and Governance of Big 
Data and Artfcial Intelligence (EE 2023).  
94 Il Garante, Opinion on the Sari Real Time System, 25 March 2021, No.9575877 (Parere sul sistema Sari Real 
Time - 25 marzo 2021 [9575877]) htps://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-
display/docweb/9575877  
95 EDPB, ‘Guidelines 05/2022 on the use of facial recogniton technology in the area of law enforcement’, version 
2.0, 26 April 2023, p.21.  
96 ibid.  
97 Art. 10(a) of the LED.  
98 Rec. 38 AI Act.   
99 Rec. 37 and Art. 5(5) AI Act. 
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For purposes other than law enforcement, the rules provided by Article 9(1) of the GDPR and Article 

10(1) of the EUDPR remain applicable, prohibiting the processing of biometric data unless an 

exception applies.100 The rules of the AI Act will not allow the circumvention of existing rules and 

prohibitions or decisions taken by national DPAs.  

3.5 Scope of the prohibiton 
Different elements composed the prohibition: the notion of RBIs, the definition of use, the meaning 

of real-time, the definition of publicly accessible spaces, and the scope of law enforcement purposes. 

These elements are defined below.  

3.5.1 Noton of RBI 

According to Article 3(41) of the AI Act, a remote biometric identification system is: 

An AI system for the purpose of identfying natural persons, without their actve involvement, 

typically at a distance through the comparison of a person’s biometric data with the biometric 

data contained in a reference database. 

 

The definition is linked to the identification functionality of biometric systems, where the systems are 

deployed in a ‘one-to-many comparisons’, which implies the absence of active involvement (i.e. no 

participation, contrary to the capture of fingerprints) that results in the capture of the characteristics 

at a distance most of the time. For identification performance, the captured biometric data are 

compared with biometric data already stored in a reference database (such as a repository, e.g. a 

criminal database containing facial images or templates of suspects).  

 

Identification purposes only 

The notion of ‘biometric identification’ in the AI Act is defined as  

‘the automated recognition of physical, physiological and behavioural human features such as 

the face, eye movement, body shape, voice, prosody, gait, posture, heart rate, blood pressure, 

odour, keystroke characteristics’ 

 

‘for the purpose of establishing an individual’s identity’.101 Thus, AI systems that are intended 

to be used for biometric verification are excluded from the scope of RBI. 102 
  

Examples of those systems used for verification purposes are, for instance, systems deployed  

for access control purposes  

For example, 

A face verification system could be deployed to enter a restricted area (e.g. power plant premises) 

through face scanning; the system compares the face of the individual presented at the entrance 

camera with a reference image contained in a reference database of persons allowed to enter the 

building.  

 

 
100 Rec. 39 AI Act.  
101 Rec. 15 AI Act; Artcle 3(35) AI Act adds ‘psychological human features’ to the list of characteristcs.  
102 Rec. 17 and Art. 5(5) AI Act.   
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or identity verification at the borders   

For example,  

Through the comparison of a traveller’s face scanned at an e-gate with the facial image contained 

in their passport.   

 

The exclusion of identity verification systems from the scope of RBI is justified, in the AI Act, by their 

‘minor impact on fundamental rights’ by comparison with that of ‘remote identification systems’ 

involving ‘a large number of persons without their active involvement.’103  

 

It should be noted that these systems are not part of the list of high-risk AI systems in Annex III of the 

AI Act and are not subject to transparency obligations imposed on limited risk AI systems.104 Unless 

they are linked to a high-risk AI system as listed in Annex III (for instance, using a biometric verification 

system in the context of access to educational training ,as provided in Annex III, 3(a)), they are 

excluded from the scope of the AI Act. However, they are subject to other rules, and, in particular, the 

GDPR rules on the processing of personal data for biometric verification purposes (such as the 

existence of a legal basis, a data protection impact assessment, and envisaged alternative solutions).  

For example,  

The Dutch DPA considered that using a facial verification system to access the repair shop of a 

garage would not be justified, i.e. not proportionate and necessary, based on the GDPR rules 

applicable to the processing of biometric data.105 

 

Remoteness  

The particularity of these biometric systems is their ability to identify individuals without their active 

involvement, which can imply a distance but not necessarily. Fall into the definition of RBI any AI tools 

that allow ‘automated recognition of human features in public spaces.’106 

For example,  

Typical RBI systems are facial recognition, voice recognition or gait recognition systems.107   

Biometric recognition systems that process fingerprints, DNA, keystrokes and other biometric and 

behavioural signals also fall into the category of RBI systems.108     

 

     In their joint opinion on the proposal for the AI Act, the EDPS-EDPB described these 

technologies as ‘frictionless’. 109 It could be questioned whether the notion of RBI includes 

frictionless or contactless biometric systems in case individuals actively provide their biometric 

 
103 Rec. 17 AI Act. 
104 Art. 50(4) AI Act.  
105 See AP, ‘Voorlichtng -regels voor gezichtsherkenning in supermarkten’ (Explanatons – rules concerning facial 
recogniton technologies in supermarkets), 1 May 2020, p. 4; as well as 
htps://autoriteitpersoonsgegevens.nl/themas/identfcate/biometrie/regels-voor-gebruik-
biometrie#afweging-gebruik-biometrie-voor-authentcate-of-beveiliging 
106 EDPB-EDPS, Joint Opinion 5/2021, pp. 12-13; Council of the European Union, ‘Opinion of the Legal Service’, 
12302/22, 12 September 2022, para. 33, and Recital 15 of the AI Act.  
107 Impact Assessment, SWD (2021) 84 fnal, p.18.  
108 fn 106.  
109 EDPB-EDPS, Joint Opinion 5/2021, p12.  
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data, such as for some types of fingerprint systems, and are, thus, not passive in the collection of 

their data.  

  

Reference database 

Identification is not possible without a reference database containing biometric data for comparison 

purposes. Thus, the existence of a reference database is indispensable to perform the comparison for 

identification purposes. The reference database needs to be appropriate for each use of the real-time 

RBI system.110  

For example, 

In the case of missing persons, the SIS II database could be used as the reference database for facial 

recognition purposes (once operational).  

3.5.2 Use only 

As mentioned, the AI Act does not define the term ‘use’; only ‘reasonably foreseeable misuse’ is 

defined in relation to high-risk AI systems as part of their risk management.111 By use, one could 

understand deployment.  

 

The prohibition only covers the use of the technologies; it does not cover all the other practices, 

whether their development, placing on the EU market or putting into service. Only real-time use of 

RBI for a law enforcement purpose is considered to infringe fundamental rights, so it must be 

prohibited (except in three situations). Ex-post use of the same technologies for a law enforcement 

purpose falls into the category of high-risk systems. This results from the political negotiations 

between the EU institutions. The European Parliament was in favour of a more extensive ban on RBI 

systems deployed in publicly accessible spaces by all actors (public and private), with the limited 

exception of retrospective use to prosecute specific serious crimes after judicial authorisation.112 The 

European Commission and Council supported a more restricted ban of real-time RBI for a law 

enforcement purpose.113 As a result of the negotiations, the AI Act lays down:  

 

- A ban for real-tme use of RBI systems in publicly accessible areas for a law enforcement 

purpose (Artcle 5(1)(h) of the AI act), except in three situatons (Artcle 5(1)(h)(i)-(iii) that 

must be authorised by natonal legislaton and comply with certain conditons and safeguards 

(Artcle 5(2)-(7) of the AI Act).  

 

- A classifcaton of all the other uses of RBI systems, as well as their placing on the market 

and putng into service, in the category of high-risk systems as identfed in Annex III (Artcle 

6(2) of the AI Act).  

 

 
110 Rec. 34 AI Act.  
111 Art. 3(13) AI Act and Art. 9 AI Act.  
112 EP, ‘Amendments adopted by the European Parliament on 14 June 2023 on the proposal for a regulaton of 
the European Parliament and of the Council laying down harmonized rules on artfcial intelligence (Artfcial 
Intelligence Act) and amending certain Union legislatve acts,’ Amendment 227.  
113 Council’s General Approach on the Artfcial Intelligence Act, 6 December 2022, 14954/22.   
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- In additon, specifc rules are applicable to the retrospectve use of RBI systems for law 

enforcement purposes (Artcle 26(10) of the AI Act). Due to the intrusive nature of ex-post use 

of RBI systems, they should be subject to safeguards, be used in a way that is proportonate, 

legitmate, strictly necessary, and targeted. Artcle 26(10) of the AI Act refers to the targeted 

search of a suspect or perpetrator of a criminal ofence but also to the use of the technologies 

in a targeted way.  

 

Although this study is limited to the prohibited practices, it will also mention the rules applicable to 

retrospective use of RBI for law enforcement purposes (see section 3.7). 

3.5.3 Real-tme 

Real-time means that the systems capture and further process biometric data ‘instantaneously, near-

instantaneously or in any event without any significant delay.’ 114 All the processing steps, i.e. the 

capture of biometric data, comparison, and identification, occur at the same time or almost 

simultaneously, which can include a ‘limited short delay’ to avoid the prohibition being circumvented 

through retrospective use of RBI systems.115 The notion of ‘without a significant delay’ is not defined; 

it will be appreciated on a case-by-case, based on the state-of-the-art of real-time RBI systems. 

  

For example, 

The live automated facial recognition system deployed by the South Wales Police authorities during 

the Champions League could process up to 5 images per frame and 10 frames per second, enabling 

the system to scan up to 50 faces per second.116  

 

     Based on the technical papers consulted, there is no consensus about what real-time means as it 

is not a performance metric. Technical papers refer to the image processing speed or the number of 

frames a system can process per second (known as fps, i.e. frame per second).  

Technical experts working on the ongoing ISO/IEC DIS 9868 Standard on Biometric Identification 

Systems Involving Passive Capture Subjects might have specific technical references to provide on their 

understanding of real-time.  

 

As there is no consensus in scientific papers on what real-time means,117 one could argue that a system 

generating a match or non-match within a few seconds (or fraction of seconds) is real-time, while a 

system generating the same result after one hour might not be.  

 

 
114 Rec. 17 AI Act.  
115 Art. 3(42) AI Act.  
116 As described on the website of the UK College of Policing, htps://www.college.police.uk/app/live-facial-
recogniton/live-facial-recogniton; see also Davies B. et al. ‘An Evaluaton of South Wales Police’s Use of 
Automated Facial Recogniton’ (2018), p.17.  
117 e.g. the following papers do not provide a defniton of real-tme but illustrate the speed of the diferent steps 
of the facial recogniton process through the frame per second (fps) speed; e.g. Adhikari B. et al., ‘Towards a 
Real-Time Facial Analysis System’ (2021) IEEE 23rd Internatonal Workshop on Multmedia Signal Processing; 
Álvarez Casado C. and Bordallo López M., ‘Real-Time Face Alignment: Evaluaton Methods, Training Strategies 
and Implementaton Optmizaton,’ (2021) 18 Journal of Real-Time Image Processing, pp. 2239-2267.  
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Thus, the prohibition does not cover the retrospective use of RBIs for law enforcement purposes in 

publicly accessible spaces, such as police forces using facial recognition technologies on recorded 

video feeds from CCTV cameras to identify a suspect.118 This case falls into the high-risk category of AI 

systems, as listed in Annex III of the AI Act,119 the study of which falls outside the scope of this study 

on Article 5 of the AI Act.   

3.5.4 Publicly accessible spaces 

Following Article 3(44) of the AI Act, publicly accessible spaces are defined as: 

‘any publicly or privately owned physical space accessible to an undetermined number of 

natural persons, regardless of whether certain conditions for access may apply, and regardless 

of the potential capacity restrictions.’  

 

Several elements characterised these spaces: 120   

- Accessibility to an undetermined number of persons, independently of the potental capacity 

or security restrictons, such as purchasing a tcket or ttle of transport, prior registraton or 

having a certain age. However, the possibility of getng access to a space through an unlocked 

door does not mean that the space is publicly accessible if indicatons or circumstances are 

suggestng the contrary (such as a sign restrictng access). Besides, access to a space can be 

limited to certain persons, as defned by law, linked to public safety or security, or to the 

decision of the person having the relevant authority over the space.  

 

For example, are publicly accessible spaces:  

- a concert arena for which partcipants pay an entrance fee. 

- an event locaton with a trade fair is organised targetng partcipants over 50. 

 

A space closed by a gate, even if the gate is unlocked, such as the gated entrance of a fenced 

residential area of several houses, will not be considered a publicly accessible space. By contrast, a 

park in a gated residence with public opening hours without any access restriction during those 

hours will be a publicly accessible space during the opening hours and a closed space outside these 

opening hours.  

 

- Irrelevance of their ownership, i.e. they do not need to be owned by public authorites to be 

considered publicly accessible spaces.  

For example, the space can be owned by a private entity, a public entity, or a public entity and 

managed by a private party, without impacting the nature of the space.  

 

- No specifc actvity for which the space is used; a publicly accessible area is not a space linked 

to a public service. It can be linked to a public service, but it does not have to be.  

For example, these spaces can be used for commerce, such as shops, restaurants, cafés; for 

services, such as banks, professional activities (a doctor’s office as well as an accountant’s office), 

 
118 Rec. 95 and Artcle 26(10) AI Act.  
119 Art. 1(a) of Annex III.  
120 Rec. 19 AI Act.  
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hospitality (e.g. a hotel); for sport, such as swimming pools, gyms, stadiums; for transport, such as 

bus, metro and railway stations, airports, means of transport; for entertainment, such as cinemas, 

theatres, museums, concert and conference halls; or for leisure or otherwise, public roads and 

squares, parks, forests, playgrounds.121    

 

 The following spaces are excluded from the definition:  

 

- online spaces as they do not consttute a physical space  

For example, chat rooms, social media, online platforms, etc. are, therefore, excluded from the 

scope of publicly accessible spaces.  

 

- spaces meant to be accessed by a limited number of persons, such as factories, companies 

and workplaces with entry control or limitatons to relevant employees or service providers. 

For example, a workplace accessible with a badge is not considered a publicly accessible space, 

whereas an office without entry control falls into the category of publicly accessible spaces. 

 

- prisons and border control.  

Some spaces can have a dual function. For example, an airport is considered a publicly accessible 

area for the common areas, but the area dedicated to border control (where the customs stand and 

check passports or ID documents) is excluded from the scope of a publicly accessible space.  

 

As specified in recital 19 of the AI Act, assessing whether a space is accessible to the public should be 

done case-by-case based on the specificities of the individual situation at hand.  

3.5.5 Law enforcement purposes  

The prohibition of Article 5(1)(h) applies to law enforcement purposes, irrespective of the entity, 

authority, or body carrying out the activities.  

 

Law enforcement is defined in Article 3(46) of the AI Act as the ‘activities carried out by law 

enforcement authorities or on their behalf for the prevention, investigation, detection or prosecution 

of criminal offences or the execution of criminal penalties, including safeguarding against and 

preventing threats to public security.’ These activities are also those that constitute the subject 

matters of the LED in Article 1.122  

 

Thus, any interpretation relating to the LED can be used by analogy in the context of the definition of 

law enforcement in the AI Act.  

 

 
121 Rec. 19 AI Act.  
122 Some activities of law enforcement authorities are excluded from the scope of the LED, such as when 
competent authorities perform administrative tasks (such as human resources). These activities are carried 
outside the law enforcement framework and fall under the GDPR rules. See Recital 19 GDPR.  
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First, investigation, detection, and prosecution of criminal offences are ‘commonly distinguished 

stages of the criminal justice process, which precede the criminal trial and the executive phase.’123 In 

his opinion in Case C-180/21, AG Campos Sánchez interpreted the scope of Article 1 of the LED. He 

considered that investigation in the broad sense should be understood as covering both the detection 

and investigation of criminal offences.124 Brewczyńska explains that the purpose of these activities is 

to determine ‘whether a crime has taken place, finding a suspect and collecting information, which 

eventually translates into evidence that can either confirm or deny the assumption that a certain 

person has committed a crime.’ 125 These activities are distinguished from the prosecution of the 

criminal offence, performed by the prosecutor who formulates the charges.126 Second, the prevention 

of criminal offences, including safeguarding against and the prevention of threats to public security 

happen before any crimes have been committed. This stage has ‘an anticipatory nature.’127 For 

instance, police can take ‘coercive measures at demonstrations, major sporting events or riots’ in the 

context of crime prevention.128 Third, the execution of penalties is the execution of sentences. The 

LED does not specify which types of penalties are covered.  

 

According to Article 3(46) of the AI Act, these activities are performed by law enforcement 

authorities or on their behalf. Law enforcement authorities are further defined in Article 3(45) of the 

AI Act in the same way as the national competent authorities of the LED.129 The definition covers law 

enforcement authorities and entrusted bodies or entities (which can be private parties).  

 

(a) any public authority competent for the preventon, investgaton, detecton or 

prosecuton of criminal ofences or the executon of criminal penaltes, including the 

safeguarding against and the preventon of threats to public security; or 

For example,  

These authorities are public authorities, such as police authorities and criminal justice authorities 

(such as prosecutors) when they carry out a law enforcement task.  

 

(b) any other body or entty entrusted by Member State law to exercise public authority 

and public powers for the purposes of the preventon, investgaton, detecton or 

prosecuton of criminal ofences or the executon of criminal penaltes, including the 

safeguarding against and the preventon of threats to public security.  

The second type of law enforcement authorities are entities entrusted by national legislation with 

public authority and powers for criminal justice and police purposes. These entities must be identified 

at national level by law and vary from one Member State to another.  

 
123 See Brewczyńska M. ‘Artcle 1, Subject Mater and Objectves’, Commentary of the LED, p.60.  
124 AG Opinion, Case C-180/21, para. 52.   
125 fn 123.  
126 In Sweden, the ‘prosecutors have three main tasks: to lead the investgatons, to bring prosecutons, and to 
appear in Court’. See htps://www.aklagare.se/en/the-role-of-a-
prosecutor/#:~:text=Swedish%20prosecutors%20have%20three%20main%20tasks%3A%20to%20lead,to%20bri
ng%20prosecutons%2C%20and%20to%20appear%20in%20court.   
127 fn 123, p.61.  
128 Rec. 12 LED, as cited in Brewczyńska, M. ‘Artcle 1, Subject Mater and Objectves’, Commentary of the LED.  
129 Art. 3(7) LED.  
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Based on the implementation of the LED, entities entrusted to exercise public authority and 

prerogatives of public power for a law enforcement purpose are, for example:130 

 

- The Paris metro company or the Dublin Bus company when they are issuing transport tcket 

ofences or ensuring the internal security of public transport networks, as explained by the 

French DPA and the Irish DPA in their respectve guidance on the scope of the LED.131 These 

enttes are not public authorites but are entrusted by natonal law to exercise public power 

and process personal data for law enforcement purposes.  

- Local authorites when they prosecute litering fnes, as mentoned by the Irish DPA in its 

guidance on the LED. 132 

- Sports federatons approved to provide security at sportng events, as mentoned by the 

French DPA in its guidance on the LED. 133 

 

Finally, other entities, bodies, or persons, can exercise law enforcement activities on behalf of law 

enforcement authorities. ‘On behalf’ means that a law enforcement authority has delegated the task 

to another entity, including private parties.  

 

     Interpretation of ‘on behalf of’ and private entities  

In his analysis of the AI Act, Korff notes an uncertainty concerning private entities to determine when 

their activities can be considered law enforcement. Taking the example of banks, he explains that 

when those entities ‘detect and counter crimes (such as fraud), they act on their ‘own behalf’, and 

are, therefore, excluded from the scope of law enforcement activities. However, when those same 

banks are requested by law enforcement authorities to conduct certain actions to ‘counter certain 

crimes (such as money laundering)’, these activities could fall within the definition of law enforcement 

as they act ‘on behalf’ of these law enforcement authorities.  
 

Reference: Korff, D. ‘Note, On the Rules in the AI Act on the Use of “Real Time” Remote Biometric 

Identification in Publicly Accessible Places by Law Enforcement Agencies’ 

https://www.ianbrown.tech/2024/02/01/police-real-time-remote-biometric-id-in-the-ai-act/  

 

Therefore, Article 5(1)(h) prohibits the real-time use of RBI in publicly accessible spaces for a law 

enforcement purpose, which can be carried out by law enforcement authorities (either public 

authorities or entrusted entities or bodies) or on their behalf.  

 
130 These examples are provided by the French DPA and the Irish DPA in their interpretaton of the LED to illustrate 
who the natonal competent authorites are.  
131 As explained by the Irish Data Protecton Authority in its explanaton about the enttes that are considered 
competent authorites under the LED, see the ‘Law Enforcement Directve’, see 
htps://www.dataprotecton.ie/en/organisatons/resources-organisatons/law-enforcement-directve  
132 Ibid.  
133 Example provided by the French Data Protecton Authority (CNIL), see ‘Law Enforcement Directve: What are 
We Talking About?’ htps://www.cnil.fr/en/law-enforcement-directve-what-are-we-talking-about  
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3.5.6 Examples of prohibited practces 

Scenario 1 –Real-time crime with RBI systems in publicly accessible spaces to arrest wanted 

individuals  

The police install mobile CCTV cameras equipped with facial recognition technologies on a police 

van at the main entrance of a football stadium during a European Championship match to secure 

the area and identify individuals whose faces are recorded in an ad hoc watchlist database of 

wanted individuals. This watchlist includes persons suspected of having committed a crime (ranging 

from serious crimes to frauds and burglaries), persons of possible interests for intelligence 

purposes, and vulnerable persons with mental issues. The police’s use of live facial recognition 

technologies is not linked to information concerning the presence of a specific person at the event. 

They want to secure the area by identifying individuals whose faces match the facial data recorded 

in their watchlist.  

 

Concerning the functioning of the real-time FRT, the faces of individuals who pass in front of the 

van are captured and processed in real-time to extract their biometric features and transform them 

into a facial biometric template for real-time comparison with the biometric information contained 

in the watchlist.  

 

Does such use of FRT fall under the prohibition of Article 5(1)(h)?  

1) Law enforcement purposes carried out by a law enforcement authority or on their behalf: 

the purpose is to identfy wanted individuals who might enter the football arena and 

possibly arrest them. Several of the individuals whose facial images are on the ad hoc 

watchlist are not criminal suspects.   

2) Public spaces: a sports arena is considered as such. 

3) Purpose of use of FRTs: identfying wanted individuals 

The police use live FRT for a mix of purposes: possibly crime preventon concerning the 

identfcaton of individuals with mental issues if those represent a danger to others; crime 

investgaton concerning the identfcaton of individuals suspected of crimes, and 

intelligence gathering concerning the identfcaton of persons of interest.   

4) Real-tme: all the operatons, i.e. the capture, processing, and comparison of facial 

informaton, occur in real-tme.  

5) Reference database: the police included facial images of suspects of crimes, irrespectve of 

the seriousness of the ofences, and facial images of persons who did not commit a crime 

(persons of possible interest, vulnerable individuals with mental issues).  

 

Conclusion: the use of FRT in that scenario is covered by the prohibition. The use of RBI results in 

constant monitoring and surveillance.  As it is prohibited, no national law can authorise such a 

deployment.  

 

This use case is based on the Bridges versus South Wales Police case, in which the Court of Appeals 

considered that the use of live FRT by SWP was not in accordance with the law due to the discretion 
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left to the police concerning the constitution of the ad hoc watchlists and the locations for 

deployment.   

 

[2019] EWHC 2341 (Admin) 

[2020] EWCA Civ 1058 

 

Scenario 2 – Deployment of ‘biometric-ready’ CCTV cameras with live facial recognition 

capabilities across a city to monitor public areas  

The police authorities of a busy city decide to deploy 25 AI-empowered CCTV cameras, which can 

perform live facial recognition technologies. They place these cameras at multiple locations, 

including places of worship, a number of places frequented by the LGBT + community, as well as 

doctors’ offices, pharmacies, and various restaurants and bars. They use these cameras for 

preventive purposes without links to specific serious crimes, allowing them to switch on the live 

facial recognition function on demand should they detect a crime in real-time.  

 

Does such use of FRT fall under the prohibition of Article 5(1)(h)?  

1) Law enforcement purpose carried out by a law enforcement authority or on their behalf: 

yes, securing public spaces carried out by the police  

2) Public spaces: multple spaces are targeted  

3) Purpose of use of FRTs/ law enforcement purpose: for security and crime preventon with 

the possibility of identfying individuals.  

The cameras are ‘biometric-ready’, meaning that they can identfy individuals and should 

be considered like remote biometric identfcaton systems.  

4) Real-tme: yes, if actvated.  

 

Issue to consider: The term ‘use’ in the AI Act is not defined. It is understood as the deployment. 

But, it could be argued that if a live facial recognition functionality is integrated into a CCTV camera 

and can be activated or deactivated on demand or is added as a filter if the user has paid a separate 

licence to activate live FRT, then the integration of such functionality falls into the scope of use.134 

Activating by a click on a computer or using a filter to select live facial recognition functionality 

should not be allowed.  

 

In conclusion: Based on the functionality and design of the systems, biometric-ready cameras, and 

the conditions of use (without targeting any individual and with no link to any serious crime), the 

system should fall under the prohibition of Article 5(1)(h) of the AI Act.  

 

Possible variations:  

 
134 This is, for instance, the way the Briefcam surveillance cameras are designed. See User Manual, 
htps://s3.documentcloud.org/documents/24165059/manuel_de_l_utlisateur_briefcam_en_version_francaise
_clean.pdf; and the investgaton conducted by Disclose on the use of Briefcam by the French police, 
htps://disclose.ngo/fr/artcle/la-police-natonale-utlise-illegalement-un-logiciel-israelien-de-reconnaissance-
faciale  
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Deployers of the biometric-ready cameras can add different functionalities to their camera systems. 

They can integrate third party systems to add ‘object detection’, ‘crowd movement’ on top of facial 

recognition. These additional functionalities are not covered by the prohibition or by the definition 

of remote biometric identification systems.  

 

Concerning the use of the systems for purposes other than biometric identification, the rules on the 

use of video surveillance in public spaces as well as data protection rules (should personal data be 

processed) should be checked.  

 

[Case based on Cologne case study] 

See EDRi’s report, ‘The rise and rise of biometric surveillance in the EU’, p.20 et seqs. 

 
Scenario 3 – Real-time use of RBIs by police to identify a burglar  

Several burglaries occurred in a residential neighbourhood during the summer break. Thanks to 

eyewitnesses, the police got a description of the suspect, who was seen at different occurrences in 

the neighbourhood ahead of the burglaries. To try to identify him and arrest him, the police decided 

to deploy a live FRT at various locations in the neighbourhood during a weekend. Based on the 

indications of eyewitnesses, the police created a facial composite of the suspect and extracted 

several pictures of individuals resembling the facial composite from a custody database.  

To determine whether this scenario falls within the scope of Article 5(1)(h) of the AI Act, several 

questions need to be answered: 

1) Is the purpose a law enforcement purpose? A burglary is a criminal ofence.  

2) Publicly accessible spaces: streets are considered as such. 

3) Purpose of use: the use of a live FRT to identfy a suspect in burglaries 

4) Real-tme: yes 

5) Reference database: ad hoc watchlist of potental suspects. 

 

Conclusion: Even if the police use live FRT against a targeted suspect and have defined a perimeter 

and time of use, the use is not allowed to be deployed in case of an offence, which is not listed in 

Annex II of the AI Act.  

 

Variation: Instead of the police, a group of neighbours decides to deploy a real-time FRT system to 

identify the suspect of the burglaries and possibly transmit the images to the police for further 

investigation. As these private parties are neither entrusted to exercise public authority for a law 

enforcement purpose nor acting on behalf of the police, the real-time use of RBI will not fall under 

the prohibition of Article 5(1)(h) of the AI Act. Other rules will apply (e.g. data protection rules) and 

compliance with fundamental rights must be assessed.  

The retrospective use of RBI for criminal investigation by the police is also not covered by the 

prohibition of Article 5(1)(h) of the AI Act. Other rules apply as outlined in Article 26(10) of the AI 

Act.   

 
Scenario 4 – Police’s use of FRT to identify and locate a demonstrator  
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The police rely on the CCTV network installed in the city and underground to spot a political 

demonstrator who organised a collective protest in the streets. If demonstrating is a fundamental 

right in the country where he lives, the organiser of a collective protest held on public roads and 

areas such as streets must notify the municipality three days ahead of the event to prevent public 

disorder and violence. The absence of notification is a criminal offence punishable by up to six 

months imprisonment and a maximum fine of 8.000 euros. To identify him, the police extracted the 

video feeds from the CCTV cameras installed in the streets and performed retrospective facial 

recognition by comparing the extracted images with photographs posted on social media.  

 

Once they have identified him, they try to locate him by enabling live facial recognition software on 

the CCTV surveillance network. They see him walking in the underground and arrest him a few days 

after the protest.  

 
Does this scenario fall under the prohibition of Article 5(1)(h) of the AI Act? 

1) Law enforcement purpose: In this case, the police tried to locate and identfy a 

demonstrator who failed to notfy a collectve protest to local authorites. The absence of 

notfcaton of a collectve protest is a criminal ofence in the country where he lives.  
 

2) Publicly accessible areas: Streets and underground statons are considered as such.  
 

3) Purpose and modalites of use of FRTs: in this situaton, the police used two modalites of 

facial recogniton technologies.  

• First, the police used FRT retrospectvely to identfy the individual: they extracted 

images from the cameras installed in the underground and compared them with 

images found on social media.  

• Second, afer identfying him, they tried to locate him to arrest him. To do so, they 

used live facial recogniton cameras.  

 

Two different regimes of rules apply in this case:  

- First, the retrospectve use of FRT is not prohibited under the AI Act. It is considered high-

risk. The processing of biometric data for a law enforcement purpose remains subject to 

Artcle 10 of the LED, which needs to be implemented at natonal level. The processing of 

biometric data to perform the retrospectve use of FRT should only be allowed if it is strictly 

necessary and subject to appropriate safeguards. Whether the retrospectve use of FRT is 

strictly necessary to identfy the demonstrator is questonable.  

 

The retrospectve use of FRT cannot meet the necessity and proportonality tests, even if 

based on an existng law. It results in mass surveillance and constant monitoring of the city, 

which is not allowed under the AI Act but also infringes several fundamental rights. It 

undermines the rights to privacy and data protecton, as well as the right to assembly and 

the freedom of expression. Such a use has a chilling efect on exercising individuals’ rights 

and freedoms in public spaces, while it cannot be justfed by any ‘substantal public 

interest.’ 
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- Second, the real-tme use of FRT for a law enforcement purpose is subject to Artcle 5 of 

the AI Act. The use of real-tme identfcaton for the purpose described in this case is not 

covered by the exceptons of Artcle 5(1)(h)(i)-(iii) and should be prohibited.  

 

N.B. In the case that serves as a basis for this scenario, Glukhin v Russia, the ECtHR ruled that while 

crime detection can be a legitimate aim, the use of FRT, both retrospective and live, was 

disproportionate as there were no risks to public order or transport safety. The Court emphasised 

the ‘highly intrusive’ nature of FRTs and concluded that, in that case, using FRTs did not answer a 

pressing social need, nor was it necessary in a democratic society.  

 
Based on ECtHR, Glukhin v Russia, No 11519/20, 4 July 2023 

3.6 Exceptons to the prohibiton 
The AI Act has introduced three exceptions to the general prohibition of real-time use of RBIS in public 

spaces for a law enforcement purpose. Article 5(1)(h)(i) to (iii) defines which law enforcement 

purposes (referred to as ‘objectives’) can justify the real-time use of RBIS, completed by conditions 

and safeguards in Articles 5(2) to 5(7). The three exceptions are described in this section together with 

the conditions of Article 5(2).135  

 

In compliance with the conditions to restrict the exercise of fundamental rights, as interpreted by 

the CJEU, the real-time use of RBI must be legitimate, necessary, and proportionate (i.e. subject to 

safeguards). Concerning the necessity requirement, Article 5(1)(h) requires that the deployment of 

real-time RBI systems for one of the permitted objectives should be strictly necessary to achieve the 

purpose. As noted in a commentary on Article 10 of the LED, ‘[s]trict necessity implies balancing the 

public interest objective with the limitations to the right to data protection [and other fundamental 

rights] and checking whether these limitations can be justified in a democratic society. The result of 

the test should determine whether a less intrusive measure is possible to achieve the same goal, i.e. 

whether or not it is required to process sensitive data to safeguard the public interest.’136 The CJEU 

interpreted the condition of strict necessity in its case law on Article 10 of the LED (Case C-205/21), 

which links that requirement with the principle of purpose specification, lawfulness, and data 

minimisation.137 The Court provided factors to carry out the strict necessity assessment, which 

includes the nature and gravity of the offence, the criminal record of the person, and the particular 

circumstances of the offence. 138 

 

The conditions for the real-time use of RBI must be laid down in national legislation, based on the 

criteria defined in the AI Act and the identified safeguards. However, Member States remain free to 

allow all the exceptions, only some of them or none of them. Member States can also adopt stricter 

rules on the real-time use of RBI.139  

 
135 The other conditons and safeguards, Art. 5(3)-(7) AI Act, are described in Dr. Els Kindt’s report.  
136 See Jasserand C, ‘Artcle 10, Processing of Special Categories of Personal Data’ in Kosta E and Boehm F (eds) 
The EU Law Enforcement Directve (LED), A Commentary (OUP 2024), p.225.  
137 Case C-205/21, Ministerstvo na vatreshnite rabot, paras 122 et seqs. 
138 Ibid, para. 132.  
139 Art. 5(5) and Rec.37 AI Act.  
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     Article 5(1)(h)(i)-(iii) does not constitute a legal basis for the real-time use of RBI systems in public 

spaces. It lists three cases for which the technologies can be allowed through national legislation. As 

prescribed by Article 5(2) of the AI Act, only a domestic law that fulfills the requirements in Article 

5(2) to Article 5(7) can allow the real-time use of RBI.  

 

The real-time use of RBI systems for one of the exceptions is ‘only possible where and in as far as the 

Member State concerned has decided to expressly provide for the possibility to authorise such use in 

its detailed rules of national law. Consequently, Member States remain free under this Regulation not 

to provide for such a possibility at all or to only provide for such a possibility with respect to some of 

the objectives capable of justifying authorised use identified in this Regulation. Such national rules 

should be notified to the Commission within 30 days of their adoption.’ (Recital 37 of the AI Act). Thus, 

Member states are not obliged to allow the use of real-time RBI systems. It is up to them to decide if 

and what they allow.  

3.6.1 Ratonale 

Due to their adverse effects on fundamental rights, their intrusive nature, the risk of constant 

surveillance and their impact on other fundamental rights, real-time RBI in publicly accessible spaces 

should be prohibited (Recital 32 of the AI Act). However, when their use is strictly necessary to achieve 

a substantial public interest, and when the exceptions are exhaustively listed and narrowly defined, 

their use outweighs the risks to fundamental rights (Recital 33 of the AI Act). To ensure that these 

systems are used in a ‘responsible and proportionate manner’, their use is subject to safeguards,  

specific obligations and requirements, as detailed in Article 5(2)-(7) of the AI Act. Any other real-time 

use of RBI systems in public spaces for a law enforcement purpose, which is not allowed under 

Article 5(1)(i)-(iii), must be prohibited.  

 
The exceptions defined in Article 5(1)(h)(i)-(iii) aim to provide new AI and investigative tools to law 

enforcement authorities and entities acting on their behalf. However, due to the serious risks of 

interference with fundamental rights that RBI systems pose, the cases in which their use is allowed 

must be strictly defined and narrowly interpreted. The ‘substantial public interests’ justifying the real-

time use of RBI systems are the following: 

(1) the targeted search of victims of three specific serious crimes and missing persons 

[protection];  

(2) the prevention of imminent threats to life or public security or a genuine threat of terrorist 

attacks [prevention], and  

(3) localisation and identification of suspects of certain serious crimes as listed in Annex II 

[prosecution/investigation].  

 

For instance, 

The real-time use of a biometric identification system (which could include facial recognition mobile 

devices) by police authorities to identify undocumented or improperly documented migrants living a 

country and compare their facial images against criminal databases is prohibited as it does not fall 

under any of the exceptions of Article 5(1)(h)(i)-(iii). It would also constitute a serious infringement of 

the rights to privacy and data protection, as well as the right to non-discrimination.    
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The Italian DPA found in 2021 that the ‘Sari Real Time System’ that the Ministry of the Interiors 

wanted to deploy to ‘monitor disembarkation operations in Italy by the police authorities’ lacked an 

appropriate legal basis for processing biometric data and its use resulted in mass surveillance.140  

As reported by Human Rights Watch,141 the Greek police signed a several million contract for a 

smart policing project. This project would enable the police to deploy live facial recognition 

technologies and automated fingerprint identification, targeting migrants and asylum seekers. To this 

date, the Hellenic police have not established a clear legal basis to process biometric data through 

biometric identification tools.  

3.6.2 Targeted search for the victms of three serious crimes and missing 
persons 

According to Article 5(1)(h)(i), subject to strict necessity and the conditions established in Article 5(2)-

(7), the real-time use of RBIs in publicly accessible spaces for law enforcement is allowed for the 

targeted search of victims of abduction, trafficking in human beings or sexual exploitation of human 

beings, as well as for the search for missing persons.  

 

3.6.2.1 Targeted search for the victms 

Notion of victims  

Article 5(1)(h)(i) does not relate to potential victims but to actual victims of three serious crimes for 

which real-time RBI systems can be deployed for a targeted search. Although the notion of targeted 

search is not defined, it could involve the identification and localisation of victims. A victim is defined 

at the EU level as ‘a natural person who has suffered harm, including physical, mental or emotional 

harm or economic loss which was directly caused by a criminal offence.’142  

 

Three types of crimes  

The victims of three serious crimes are covered: abduction, trafficking in human beings and sexual 

exploitation. Kidnapping, trafficking in human beings, and sexual exploitation of children are three 

crimes that can trigger a European Arrest Warrant (EAW) to arrest and transfer a criminal suspect or 

a sentenced person to the country that issued the EAW.  

 

The three crimes relate, mostly but not exclusively, to women and children. According to the European 

Commission’s DG Migration and Home Affairs, almost 40 percent of the victims are EU citizens, and 

most of them are women and children trafficked for sexual exploitation. The number of men victims 

 
140 E.g. Il Garante (Italian DPA), ‘Facial Recogniton : the SARI Real Time system is not compliant with privacy 
laws’ ; see also EDPB, ‘Response to MEP Sophie in’t Veld regarding the use of Automatc Image Recogniton 
Systems on Migrants in Italy’ 10 August 2021, htps://www.edpb.europa.eu/our-work-tools/our-
documents/leters/edpb-response-mep-sophie-int-veld-regarding-use-automatc_en  
141 Human Rights Watch, ‘Greece: New Biometrics Policing Program Undermines Rights, Risks of Illegal Racial 
Profling and Other Abuses.’ 18 January 2022, htps://www.hrw.org/news/2022/01/18/greece-new-biometrics-
policing-program-undermines-rights  
142 Art. 2(1)(a) of Directve 2012/29/EU.  
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has nearly doubled in ten years. They are trafficked for forced labour and forced begging, while most 

of the women and children are trafficked for sexual exploitation. 143   

 

Trafficking in human beings and sexual exploitation belong to the ten euro-crimes, as listed in Article 

83 (1) TFEU, for which ‘a common Union approach due to their particularly serious nature and their 

typical cross-border dimension’ is necessary.144 They are a priority of the European Multidisciplinary 

Platform Against Criminal Threats (EMPACT), which is ‘a permanent and key EU instrument for 

structured multidisciplinary cooperation to fight organised and serious international crime driven by 

the Member States and supported by EU institutions, bodies and agencies’145 For the period January 

2022 to December 2025, human trafficking and child sexual exploitation are EMPACT’s priorities. 146   

 

Abduction is not identified as one of the euro-crimes, but it constitutes a priority for Amber Alert 

Europe, a foundation created in 2013 to provide support in cases of abductions or disappearances of 

children.147 Abduction includes parental abduction, but not only. As stated in the Amber Alert Europe’s 

report of 2020, ‘[t]he decision to launch an AMBER Alert is country specific. In the Netherlands, for 

example, the National Police is responsible for issuing AMBER Alerts. In other countries the Public 

Prosecutor has the final say.’148 An AMBER Alert relates to minors (i.e. under 18 years old). In its report 

on ‘Facial Recognition Technology: Fundamental Rights Considerations in the Context of Law 

Enforcement,’ FRA considered that facial recognition technology ‘could be used to identify missing 

persons and victims of crime, including children.’149   

 

As the exception covers victims and not potential victims of the three serious crimes, it can be argued 

that the RBI cannot be deployed in real-time and publicly accessible spaces to locate and identify 

children who are at risk of being abducted or going missing. This exception does not support using 

real-time RBI systems for prevention purposes.  

 

Scenario 5 – Targeted search for an abducted child   
 

The police are informed that a child was abducted by his caretaker, who plans to cross the borders 

between the Netherlands and Germany. An Amber Alert has been issued with the photograph of 

the child. They will set up police roadblocks and checkpoints between the Netherlands and 

Germany at different locations. Under which conditions could they deploy a live FRT to locate and 

identify the child?  

 

 
143 htps://home-afairs.ec.europa.eu/policies/internal-security/organised-crime-and-human-
trafcking/together-against-trafcking-human-beings_en  
144 Bogensberger W., ‘Artcle 83 TFEU’ in Kellerbauer M. et al. (eds) The EU Treates and the Charter of 
Fundamental Rights (OUP 2019).  
145 htps://www.europol.europa.eu/crime-areas-and-statstcs/empact.  
146 Council conclusions setng the EU’s priorites for the fght against serious and organised crime for EMPACT 
2022-2025, 9 March 2023, 7101/23.  
147 Amber Alert EU also supported to extend the excepton to missing persons (including missing children), see 
htps://www.amberalert.eu/news/the-artfcial-intelligence-ai-act-and-the-search-for-missing-children-at-
immediate-risk-of-life-an-open-leter-to-the-european-parliament   
148 Amber Alert, Annual Report 2020, p.20  
149 FRA’s report (2019), p. 25.  
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1) Deployment in public spaces 

2) Law enforcement purpose of the deployment: fnding the victm of an abducton as allowed 

under Artcle 5(1)(h)(i) of the AI Act provided:  

• A natonal law authorises the use of live FRT in this case.  

• The use of live FRT is proportonate and strictly necessary, i.e. no other less intrusive 

alternatves can achieve the same result to locate and identfy the child. For instance, 

performing live FRT on every child found in the cars stopped at the borders would not 

be justfed, unless the caretaker changed cars afer abductng the child and the police 

authorites have no other evidence regarding the vehicle type in which he travels.  

• Before deploying live FRT, the police have conducted a Fundamental Rights Impact 

Assessment on their system.  

• Other conditons and safeguards contained in Artcle 5(3) to Artcle 5(7) of the AI Act 

should be fulflled. 

• The police must defne a perimeter of deployment and duraton of use and identfy 

the targeted victm. As the victm is travelling in a car, the police have defned several 

geographic perimeters where they deployed live FRT. As indicated, the police chose 

diferent locatons between the Netherlands and Germany where they established 

roadblocks and checkpoints.  

 

Conclusion: the use of FRT in that scenario is covered by the exception provided that the national 

law and the use by the police comply with the conditions and safeguards of Article 5(2) et seqs of 

the AI Act. Such use must also comply with other rules (e.g. data protection rules) and the conditions 

to restrict the exercise of fundamental rights.  

 

3.6.2.2 Searching for missing persons  

The second situation is covered by the exception of the search for a missing person. A ‘missing person’ 

is not defined at EU level. But in a Council Conclusions of December 2021 on ‘Stepping Up Cross-Border 

Police Cooperation in the area of Missing Persons’, the Council takes as reference both the definition 

of a missing person in the Council of Europe’s Recommendation CM/Rec (2009) 12 and in national 

regulations.150 In the Recommendation of the Council of Europe on missing persons, Recommendation 

CM/Rec (2009) 12, a missing person is defined as ‘a natural person whose existence has become 

uncertain, because he or she has disappeared without trace and there are no signs that he or she is 

alive.’151  

 

A distinction can be made between missing children and missing adults. The applicable rules regarding 

missing children vary considerably from one Member State to another;152 however, since the 

exception applies to missing individuals, it can be assumed that the deployment of a real-time RBI 

 
150 Council Conclusions (2021) 14808/21, para 11, page 4.  
151 Principle 1, Recommendaton CM/Rec (2009) 12; the Recommendaton was elaborated in the afermath of 
the terrorist atacks of 2001 and the tsunami of 26 December 2004, see explanatory memorandum.  
152 European Commission, European Migraton Network, ‘How do EU Member States treat cases of missing 
unaccompanied minors?’ EMN Inform, 2020.  
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system is only possible once the disappearance has been officially acknowledged (through a police’s 

report, for instance).  

 

The disappearance of an adult does not always lead to a police investigation, as adults have the right 

to disappear. In France, like in Belgium, for instance,153 a police investigation can only be open if the 

disappearance is concerning (‘disparition inquiétante’) due to the circumstances of the disappearance. 

This could be linked to the legal status of the person (‘under curatorship’), their health condition (a 

mental illness), the existence of a suicidal note, but also their departure without personal belongings. 

If the circumstances of the disappearance are a cause for concern, the disappearance can be filed with 

the police so that an investigation can start.154  

 

Point of attention: The criminal investgaton for the search of a missing person whose disappearance 

is a cause for concern, is a separate process from that establishing the legal status of a missing person. 

For instance, in Belgium, when the circumstances are a cause for concern, the disappearance will be 

notfed to the police. Three months afer the disappearance, and in case the person has not 

reappeared at their place of residence or no one heard from that person, and it results in uncertainty 

whether the person is dead or alive, a judge can establish a ‘presumpton of absence.’155 The judge 

can designate an administrator to manage the missing person’s assets.156 The Court can declare the 

person absent fve years afer this ‘presumpton of absence’ or seven years in the absence of such 

judgment.157 The ‘declaraton of absence’ is inscribed in the civil register and produces the same legal 

consequences as death (such as succession or dissoluton of the marriage). 158  

 

Once operational the Schengen Information System, SIS II, could serve as a reference database as it 

contains alerts on missing and wanted persons.159  

 

Scenario 6 – Searching for a missing vulnerable person  
Police officers are informed that an eldery person who has Alzheimer’s disease disappeared from 

his retirement house. Under which circumstances could they deploy live FRT to locate and identify 

that person?  

 
1) Depending on the age of the person, their health and mental conditon, and the other 

circumstances of the disappearance, the police authorites will have to assess whether the 

 
153 htps://www.belgium.be/fr/famille/deces/disparus   
154 Artcles 112 et seqs. of French Civil Code and Artcles 1062 e seqs. of French Civil Procedure Code;  
htps://www.legifrance.gouv.fr/loda/id/JORFTEXT000000369046/ - Artcle 26 of Law 95-73 of 21 January 1995, 
as amended by Law No. 2002-1138 of 9 September 2002.  
htps://www.116000enfantsdisparus.fr/agir-en-cas-de-dispariton/dispariton-inquietante/ 
see also htps://www.belgium.be/fr/famille/deces/disparus   
155 Artcles 112 of the Belgian Civil Code. 
156 Artcle 113 et seqs. of the Belgian Civil Code.  
157 Artcles 118 -124 of the Belgian Civil Code.  
158 Ibid.  
159 htps://home-afairs.ec.europa.eu/policies/schengen-borders-and-visa/schengen-informaton-
system/alerts-and-data-sis_en  
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missing person is in danger, or the disappearance is a cause for concern (worrying nature 

of the disappearance) to trigger the search.  

2) The missing person is known, and the search can be targeted.  

3) They must rely on a natonal law allowing them to deploy live RBI (including FRT) in case of 

worrying disappearance. 

4) They need to determine a geographic perimeter and duraton of use of the technology to 

deploy it. 

5) Their system must have undergone a Fundamental Rights Impact Assessment before their 

use and comply with the requirements laid down in Artcles 5(3) to 5(7).  

 

Conclusion: the use of FRT in that scenario is covered by the exception provided that the national 

law and the use by the police comply with the conditions and safeguards of Article 5(2) et seqs. of 

the AI Act. Such use must also comply with other rules (e.g. data protection rules) and the conditions 

to restrict the exercise of fundamental rights. 

 
Food for thought for a variation of the scenario:  

The police in the UK are testing a live facial recognition mobile app, which allows them to take 

photographs of wanted persons (including missing persons) that they can compare in real-time 

with a police database of wanted persons. The app aims at ‘making the work of police officers 

easier and faster’ by ‘assist[ing] an officer to identify a subject.’ See  https://www.south-

wales.police.uk/police-forces/south-wales-police/areas/about-us/about-us/facial-recognition-

technology/  

 

The way the app is designed and intended to be used does not fulfil the conditions specified in the 

AI Act:  

- First, the app is described as ‘an on-street intelligence tool to assist the ofcers in identfying 

an unknown person.’ According to Artcle 5(2) of the AI Act and Recital 54 of the AI Act, real-

tme RBI can only be deployed to ‘confrm the identty of a targeted individual.’ So, it cannot 

be used as an intelligence tool.  

 

- Second, the reference database is linked to custody images, whereas for the cases 

permited in the AI Act, the reference database should not only be appropriate to each 

deployment but also only contain images of either victms of crimes as described in Artcle 

5(1)(h)(i) or persons (suspects, perpetrators) involved in one of the situatons described in 

Artcle 5(1)(h)(ii) and Artcle 5(1)(h)(iii).  

 

- Third, such a use would not be strictly necessary as for each use of the live RBI, the specifc 

objectves pursued by the deployment must be specifed before the deployment. The 

objectves of the deployment cannot be justfed afer the deployment.   

 
- Such a tool would increase the feeling of constant surveillance as it will not answer any 

objectve other than being able to identfy an individual, afer an interacton with that 

individual, to determine whether they are known in a custody database. Thus, the 
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deployment would not necessarily be linked to a specifc crime, and in partcular, to one of 

the serious crimes listed in Annex II of the AI Act.  

3.6.3 Preventon of imminent threats to life or terrorist atacks 

According to Article 5(1)(h)(ii), subject to strict necessity and the conditions established in Article 5(2)-

(7), the use of RBI in publicly accessible spaces is allowed for:  

‘[T]he prevention of a specific, substantial and imminent threat to the life or physical safety 

of natural persons or a genuine and present or genuine and foreseeable threat of a terrorist 

attack.’  

 

This exception covers two situations: first, the prevention of a threat to individuals’ life or physical 

safety and second, threats of a terrorist attack. It should be observed that a terrorist attack can 

include a threat to life, whereas a threat to life does not necessarily qualify as a terrorist attack.160 For 

instance, when threats to life are motivated by racism or resulting from mental issues, they are not 

necessarily linked to a terrorist motive, which is explained later in this section.  

3.6.3.1 Interplay between law enforcement and natonal security 

While the first situation (threats to life or physical safety) resorts mainly to law enforcement except if 

it can be linked to a terrorist motivation, the second situation concerning a terrorist threat is at the 

interplay between law enforcement and national security. 

 

National security 

Following Article 2(3) of the AI Act, the AI Act ‘does not apply to areas outside the scope of Union 

law, and shall not, in any event, affect the competences of the Member States concerning national 

security, regardless of the type of entity entrusted by the Member States with carrying out tasks in 

relation to those competences.’ Consequently, the AI Act expressly excludes AI systems that are 

‘placed on the market, put into service, or used with or without modification exclusively for military, 

defence or national security purposes, regardless of the type of entity carrying out those activities.’ 

Therefore, it is the purposes of use of the systems and not the entities carrying out the activities that 

define the exclusion.  

This exclusion is based on Article 4(2) TEU, which provides that ‘national security remains the sole 

responsibility of each Member State’, as reminded in Recital 24 of the AI Act. In addition, Recital 24 

specifies that this exclusion is also justified by the ‘specific nature and operational needs of national 

security activities and specific national rules applicable to those activities.’  
 

The concept of ‘national security’ has not been defined in EU law, but in La Quadrature du Net, the 

Court of Justice suggested that the term refers to ‘the primary interest in protecting the essential 

functions of the State and the fundamental interests of society and encompasses the prevention and 

punishment of activities capable of seriously destabilising the fundamental constitutional, political, 

economic or social structures of a country and, in particular, of directly threatening society, the 

 
160 According to Recital 8 of Directve 2017/541, ‘atacks against a person’s life…can qualify as terrorist ofences 
when and insofar as commited with a specifc terrorist aim.’  
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population or the State itself, such as terrorist activities.161 According to Article 4(2) TEU, essential 

State functions include ‘ensuring the territorial integrity of the State, maintaining law and order and 

safeguarding national security.’ 

 

As interpreted by the CJEU, the notion of ‘essential State functions and the fundamental interests of 

society’ excludes, for instance:  

- ‘actvites relatng to road safety’ [Case C-439/19, para 68, concerning the registraton of 

penalty points in the natonal register for vehicles and their drivers];  

- ‘actvites relatng to the organisaton of electons’ [Case C-306/21, para. 41, concerning the 

processing of personal data through video recording in the context of electons]; 

- ‘organisaton or administraton of justce.’ [Case C-204/21] 

 

In La Quadrature du Net, the Court delimited the application of the national security exemption, 

specifying that: ‘although it is for the Member States to define their essential security interests and to 

adopt appropriate measures to ensure their internal and external security, the mere fact that a 

national measure has been taken for the purpose of protecting national security cannot render EU law 

inapplicable and exempt the Member States from their obligation to comply with that law.’ 162 

 

The concept(s) of national security at national level 

For example,  

In the Netherlands, the term ‘national security’ is not defined, as explained on the website of the 

General Intelligence and Security Service as ‘it is not set in stone what falls under the umbrella of 

national security. It is a difficult concept. It encompasses values, rules, laws that we believe are 

important in our country. Generally, national security is best approached by describing things that 

are a threat to it. The explanatory memorandum of the Wiv 2017 does enable us to infer that 

national security refers to a safe country in which people may live in freedom and in which 

democratic legal order is safeguarded.’163  

 

In France, national security is defined in Article L1111-1 of the French Code of Defence (code de la 

défense) as follows:  

‘The national security strategy aims to identify all the threats and risks likely to affect the Nation’s 

life, particularly concerning the protection of the population, the integrity of the territory, the 

permanence of the institutions of the Republic, and the answers [to the threats and risks] from the 

public authorities. All public policies contribute to national security.’ [own translation] 

 

Examples of threats to national security can include threats to critical infrastructures (such as power 

plants, hospitals, water treatment facilities), terrorism, military threats, cyber threats, environmental 

 
161 Joined cases C-511/18, C-512/18 and C-520/18, La Quadrature du Net and Others, judgment of 6 October 
2020, para. 135; Case C-204/21, Commission v Poland, paras 318-319, referring to Case C-439/19, paras 67-68 
and Case C-306/21, para. 40 
162 La Quadrature du Net and Others, para. 99, as well as case para 44 of case C-623/17, Privacy Internatonal, 
Judgement of 6 October 2020.  
163 htps://english.aivd.nl/about-aivd/queston-and-answer/is-there-a-law-that-defnes-natonal-security  



  

 46 

threats.164 In Luxembourg, Article 3(2)(a)-(b) of Law of 5 July 2016 on the reorganisation of the State 

Intelligence Services explicitly identifies what constitutes a threat to national security as:  

‘any activity, individual or collective, within the country or from abroad, which  

- may be linked to espionage, interference, terrorism, extremism of a violent nature, the 

proliferaton of weapons of mass destructon or products and technologies related to defense, 

organised crime or cyber threat, provided those two last actvites are linked to the previous 

ones, and  

- may endanger the State independence and sovereignty, the security and functoning of the 

insttutons, fundamental rights and civil libertes, the safety of persons and propertes, the 

scientfc and technical potental or the economic interests of the Grand Duchy of Luxembourg’ 

[own translaton] 

 

The ECtHR has recognised the following activities as ‘acts endangering national security’:165  

espionage,166 terrorism, 167 provocation to commit a terrorist attack, 168 political subversion, 169 

separatist extremist organisations threatening the unity of a state territory, 170 and undermining 

military discipline.171  

 

Delimitation of the national security exemption and the applicability of EU law  

As analysed by Korff, ‘[i]t follows from the PNR judgment [Case C-817/19] of the CJEU that even 

when Member States hold exclusive competence in some areas (such as, in particular, national 

security), if the exercise of that competence affects an area where the EU has competence and that 

is covered by EU law (e.g., data protection, internal market), the exercise of that exclusive Member 

State competence may not impinge on the EU legal order or undermine the relevant EU legal 

rules…Therefore, whenever an EU Member State exercises its exclusive competence in relation to 

national security to impose obligations on entities that are subject to EU law in their relevant 

activities, whether these are those telecommunication service providers, airlines, or providers or 

users of AI – those obligations must be compatible with the relevant EU law such as the GDPR, the 

LED, or the Europol Regulation (all read in line with the PNR judgment). This compatibility also needs 

to extend to future regulations such as the AI Act (also read in that way), and more generally with 

the EU Charter of Fundamental Rights – and the Court of Justice is competent to assess that 

compatibility.’ 172  

 

Counterterrorism  

 
164 htps://english.nctv.nl/topics/natonal-security-strategy 
165 As listed in the FRA’s report on Surveillance by Intelligence Services, volume II FRA’s report, 2017, p.53.   
166 e.g. Zakharov v Russia, App. No 47143/06, 4 December 2015.   
167 e.g. Klass v Germany, App. No 5029/71, 6 September 1978, para. 48. 
168 e.g. Dicle v Turkey, App. No 53915/11, 08 May 2022, para. 87 
169 e.g. Leander v. Sweden, App. No. 92248/81, 26 March 1987. 
170 e.g. United Communist Party of Turkey v Turkey, App. No. 133/1996/752/951, 30 January 1998.  
171 e.g. Arrowsmith v United Kingdom, App. No. 7050/75, 5 December 1978.  
172 Korf, Opinion (2022), p.27.  



  

 47 

Counterterrorism is mainly a national security issue for Member States and an ‘internal security’ issue 

for the EU since terrorism has a cross-border dimension and is also a serious crime.173 If national 

security issues are the exclusive competence of Member States (Article 4(2) TEU), internal security 

issues, through the area of justice, security, and justice, are a shared competence area of Member 

States and the EU (Article 4(2)(j) TFEU).  

 

In application of Article 83 TFEU, the EU can ‘establish common rules for serious crimes with a cross-

border dimension, such as terrorism.’174 In that context and to align EU law with international 

standards,175 the EU adopted Directive 2017/541 on combating terrorism as ‘the cornerstone of the 

EU countries’ criminal justice response to counter-terrorism.’176 Replacing Council Framework 

Decision 2002/475/JHA,177 Directive 2017/541 establishes minimum common rules on the definition 

of terrorist offences and sanctions linked to them.178 See section 3.6.3.3 for further details. 

     The national security exclusion applies independently of the entities pursuing the activities. 

Thus, if law enforcement authorities use real-time RBI for national security purposes (such as to gather 

intelligence), these entities are excluded from the scope of the AI Act. See Article 2(3) of the AI Act.  

 

As observed by Galli, traditionally ‘the police, in the framework of their judicial function, have the task 

of gathering information in relation to specific offences for prosecution purposes; intelligence 

services do not have the objective of investigating offences but instead to recognise threats and to 

provide intelligence assessments to policymakers.’179 But as she acknowledges, the role of 

intelligence agencies and law enforcement authorities in the prevention and fight of terrorism has 

evolved and the distinction of their ‘tasks and competences have become blurred.’180 FRA had already 

observed the lack of clear boundaries between the tasks of law enforcement and intelligence services 

in its 2015 report on ‘Surveillance by Intelligence Services.’181 

 

Same system used for national security and law enforcement purposes  

An RBI system could have been developed for intelligence service purposes, such as intelligence 

gathering on the threats to terrorism deployed online (e.g. publicly available websites, platforms, and 

social media) to identify violent extremists or potential members of terrorist groups. The same system 

could then be used by law enforcement authorities to pursue one of the law enforcement purposes 

allowed by Article 5(1)(i)-(iii) of the AI Act. For instance, based on the intelligence collection carried 

out by the national intelligence services, the police could receive factual indications of an imminent 

 
173 e.g. A Counter-terrorism Agenda for the EU (COM(2020) 795 fnal).  
174 Artcle 83 TFEU.   
175 In partcular, the UN Security Council Resoluton 2178 (2014) and the Additonal Protocol of the Council of 
Europe Conventon on the Preventon of Terrorism, see rec 6 Directve 2017/541.  
176 See Summary of Directve (EU) 2017/541,  
htps://eur-lex.europa.eu/legal-content/EN/TXT/?uri=LEGISSUM%3A4322328  
177 Council Framework Decision 2002/475/JHA. 
178 Artcle 1 of Directve 2017/541.  
179 Galli F., ‘Interoperable Law Enforcement: Cooperaton Challenges in the Area of Freedom, Security, and 
Justce’ 15 EUI Working Paper RSCAS 2019/15, Robert Schuman Centre for Advanced Studies (2019), p.11 
180 Ibid. 
181 FRA, ‘Surveillance by Intelligence Services: Fundamental Rights Safeguards and Remedies in the EU: 
Mapping Member States’ Legal Frameworks’ 2015, pp.13-14.  
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terrorist attack. The RBI use for intelligence service purposes, i.e. to protect national security, is 

excluded from the scope of the AI Act.182 However, if the same system is used for law enforcement 

purposes, this use is then subject to the AI rules, and in particular, to the prohibition of Article 5(1)(h) 

and its explicit exceptions.  

 

3.6.3.2 Specifc, substantal and imminent threat to life or physical safety of natural 
persons 

In application of Article 2 of the Charter, which guarantees the right to life, the EU and Member States 

must safeguard and, thus, protect the lives of individuals. According to the ECtHR case law, the 

protection of individuals’ life can require further specific actions from the police when ‘a real and 

immediate risk to the life of an identified individual or individuals’ exists.183 Such a real and imminent 

risk to life can be linked to the need for an urgent medical intervention184 or to life-threatening 

injuries.185 The appreciation of such a risk is based on the facts. The criteria set out in Article 5(1)(h)(ii) 

concerning the threat to life to allow for the use of RBI are slightly different. They require the existence 

of (1) a specific, (2) substantial and (3) imminent threat to the life or physical safety of (4) natural 

persons. Besides, the threat does not need to be limited to identified individuals or a group, as it 

relates to natural persons in general.  

 

References to a significant and imminent risk to the life and safety of natural persons can be found 

in the Second Additional Protocol to the Budapest Convention on Cybersecurity on enhanced 

cooperation and disclosure of electronic evidence. In that protocol, an emergency is defined as ‘a 

situation in which there is a significant and imminent risk to the life or safety of any natural 

person.’186 Examples of these risks are provided in the Explanatory Report accompanying the Second 

Additional Protocol to the Budapest Convention.  

 

For instance,187  

‘Situations involving ‘a significant and imminent risk to the life or safety of any natural person’ may 

involve, for example, hostage situations in which there is a credible risk of imminent loss of life, 

serious injury or other comparable harm to the victim; ongoing sexual abuse of a child; immediate 

post-terrorist attack scenarios in which authorities seek to determine with whom the attackers 

communicated in order to determine if further attacks are imminent; and threats to the security of 

critical infrastructure in which there is a significant and imminent risk to the life or safety of a 

natural person.’  

 

 
182 Rec. 14 and Art. 2(3) AI Act.  
183 By the ECtHR on Artcle 2 of the European Conventon on Human Rights, see Osman v. United Kingdom No 
87/1997/871/1083, 28 October 1998, para 116.  
Artcle 2 of the Charter corresponds to Artcle 2 of the European Conventon on Human Rights and should be 
interpreted similarly. See Artcle 52(3) of the Charter of Fundamental Rights.  
184 e.g. Lapshin v. Azerbaijan, App. No. 13527/18, judgment of 11 October 2021, paras 71-72.  
185 e.g. Tërshana v Albania, App. No. 48756/14, judgment of 04 November 2020, paras 131-132.  
186 Artcle 3.2.c of the Second Additonal Protocol to the Budapest Conventon on Cybercrime on enhanced 
cooperaton and disclosure of electronic evidence (CETS No. 224).  
187 Explanatory Report, Second Additonal Protocol, para. 42.  
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The EU Regulation on European Production Orders and European Preservation Orders for e-evidence 

also refers to emergency cases, where the threat to the life or physical integrity or safety of a person 

is ‘so imminent that immediate action has to be taken’.188 Emergency cases also include an imminent 

threat to a critical infrastructure. This threat is defined as described in Article 2(a) of Directive 

2008/114/EC, i.e. ‘where the disruption or destruction of such critical infrastructure would result in 

an imminent threat to the life, physical integrity or safety of a person, including through serious harm 

to the provision of basic supplies to the population or to the exercise of the core functions of the 

State.’189 Recital 33 of the AI Act cross-refers to the imminent threat to life and the physical safety of 

persons resulting from a serious disruption of critical infrastructure as defined in Article 2(4) of 

Directive 2022/2557.190  

 

For example,191  

A serious disruption and destruction of critical infrastructure (e.g., a power plant, water supply, or 

a hospital) can result in an imminent threat to the life or the physical safety of a person when there 

is serious harm to the basic supplies to the population (deprivation of electricity or drinkable water 

for a long period, in particularly warm or cold weather, etc.).  

 

     One question is whether the threat needs to be intentional or whether it also includes non-

intentional actions, such as the reckless behaviour of an individual in violation of mandatory security 

rules for instance (such as driving at 200 km/hour on a road limited to 50 km/hour) that would result 

in a threat to life or physical safety.  

 

In a nutshell, an imminent threat to life or physical safety is a threat that can occur at any moment 

and requires ‘immediate action to be taken.’192 A substantial threat means that the threat to life or 

physical safety is significant193 or real. 194 A specific threat means that the threat is clearly defined.   

 

Scenario 7 – real-time use of RBI to prevent school’s shooting 

The police are informed that a former student plans a deadly attack at his previous University as he 

seeks revenge on several former classmates. The police received information from the national 

security intelligence services about the imminence of the attack, the targeted school, and the 

weapons he plans to use to execute his plans. Under which conditions could the police rely on real-

time RBI (such as facial recognition technologies) to locate and identify the criminal suspect?  

 

1- Constitution of the threat to life or physical security:  

Based on the information received, the attack is imminent. The suspect also plans to attack his 

school to kill or harm students. The appreciation of the case is made at national level. 

 
188 Rec. 37 of Regulaton 2023/1543.  
189 Rec. 37 and Art. 3(18) of Regulaton 2023/1543. 
190 Directve 2022/2257 has repealed Directve 2008/114/EC.  
191 Rec. 33 AI Act.  
192 Rec. 37 of Regulaton 2023/1543.  
193 Explanatory Report, Second Additonal Protocol, para. 42.  
194 See ECtHR’s case law on Artcle 2 of the ECHR that refers to real and imminent risks to life, e.g.  Lapshin v. 
Azerbaijan, Tërshana v Albania; or Osman v United Kingdom.  
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2- Legal basis:  

The police cannot deploy the technologies without national law allowing the real-time use of 

RBI in publicly accessible areas in this case .  

3- Strict necessity:  

The police should demonstrate they have no other means (and tools) available to locate and 

identify the suspect and prevent the school’s attack. 

4- Temporal, geographical, and personal scope of RBI use:   

The police will have to define a perimeter (such as around the University), a duration (such as 

24 hours, which could be extended if duly justified), and the targeted individual (the suspect). 

To identify the suspect, the police might incidentally scan the faces of passers-by, impacting 

their rights to privacy and data protection. However, the objective of saving lives will prevail 

over the privacy of passers-by. In addition, their processed images will not be recorded as they 

should be automatically discarded in case of non-match.  

5- Compliance with the conditions of prior authorisation (except emergency), a Fundamental 

Rights Impact Assessment (prior to the use), notification to the relevant market surveillance 

authority and data protection authority, and compliance with all the conditions of Art. 5(2) to 

Art. 5(7) of the AI Act. The circumstances of the case, i.e. the life-threatening situation, justify 

the emergency procedure, which allows deploying RBI in real-time without prior judicial or 

administrative authorisation. However, such authorisation will have to be obtained within 24 

hours.   

 

Critical issues:  

- Without a national law authorising this exception, the police cannot deploy the technologies.  

- The police must comply with the limitations set in Article 5(2)-5(7). Therefore, they are not allowed 

to deploy the technologies in the wild (i.e. across the whole city) to locate and identify the suspect. 

Such a use would not meet the necessity and proportionality tests.  

 

3.6.3.3. A genuine and present or genuine and foreseeable threat of a terrorist atack 

Several elements compose this exception: the existence of a threat of a terrorist attack and the 

characteristics of the threat, which must be genuine and present or genuine and foreseeable.  

 

Threat of a terrorist attack 

Terrorist offences are defined at EU level in Directive 2017/541 on combatting terrorism. According 

to Article 3(1), terrorist offences are ‘intentional acts, as defined as offences under national law, 

which, given their nature or context, may seriously damage a country or an international 

organisation… where committed with one of the aims listed in paragraph 2’. Article 3(1) provides a list 

of ten terrorist offences, which includes nine intentional acts plus the threat to commit any of those 

acts. 

 

The terrorist offences listed in Article 3(1) are:  

(a) atacks upon a person’s life which may cause death 

(b) atacks upon the physical integrity of a person 

(c) kidnapping or hostage-taking 
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(d) causing extensive destructon to a government or public facility, a transport system, an 

infrastructure facility, including an informaton system, a fxed platorm located on the 

contnental shelf, a public place or private property likely to endanger human life or result in 

major economic loss 

(e) seizure of aircraf, ships or other means of public or goods transport 

(f) manufacture, possession, acquisiton, transport, supply or use of explosives or weapons, 

including chemical, biological, radiological or nuclear weapons, as well as research into, and 

development of, chemical, biological, radiological or nuclear weapons 

(g) release of dangerous substances, or causing fres, foods or explosions, the efect of which is 

to endanger human life 

(h) interfering with or disruptng the supply of water, power or any other fundamental natural 

resource, the efect of which is to endanger human life 

(i) illegal system interference, as referred to in Artcle 4 of Directve 2013/40/EU of the European 

Parliament and of the Council in cases where Artcle 9(3) or point (b) or (c) of Artcle 9(4) of 

that Directve applies, and illegal data interference, as referred to in Artcle 5 of that Directve 

in cases where point (c) of Artcle 9(4) of that Directve applies 

(j) threatening to commit any of the acts listed in points (a) to (i). 

 

In addition, Directive 2017/541 has introduced several ‘preparatory offences’, as noted by FRA195. 

Those offences include ‘public provocation to commit a terrorist offence’,196 ‘receiving training for 

terrorism’, 197 or ‘travelling for the purpose of terrorism.’ 198 Article 20(1) of the Directive allows for 

the use of ‘investigative tools’ to investigate or prosecute terrorist offences. As illustrated in Recital 

21, these tools ‘should, where appropriate, include, for example, the search of any personal property, 

the interception of communications, covert surveillance including electronic surveillance, the taking 

and keeping of audio recordings, in private or public vehicles and places, and of visual images of 

persons in public vehicles and places, and financial investigations.’  

 

The exception introduced in Article 5(1)(h)(ii) provides a new investigative tool that can be used in 

the prevention phase of a terrorist attack, i.e. in the detection of a serious threat, which needs to 

reach the level of a genuine and present or genuine and foreseeable threat of a terrorist attack, as 

defined by the CJEU (and explained later in this section).  

 

 
195 FRA, ‘Directve (EU) 2017/541 on Combatng Terrorism, Impact on Fundamental Rights and Freedoms’ 
196 Art.5 of Directve 2017/541 
197 Art.8 of Directve 2017/541 
198 Art.9 of Directve 2017/541 
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The terrorist threat level is, however, defined at national level and varies from one Member to 

another. For example, the Netherlands have established five levels of threats,199 Belgium four,200 

France three, 201 and Sweden five.202  

 

✑ Levels of threats with the example of the Netherlands: the Dutch Government has established five 

‘ascending threat levels.’ The first level is minimal, i.e. ‘it is unlikely that a terrorist attack will occur in 

the Netherlands’; the second level is limited, i.e. ‘there is a slight chance of a terrorist attack’; the third 

level is significant, i.e. ‘a terrorist attack is conceivable’; the fourth level is substantial, i.e. ‘there is a 

real chance of a terrorist attack’, and the last level is critical, i.e. ‘a terrorist attack in the Netherlands 

is imminent.’ The last level of threats is the one that will represent a genuine and present or genuine 

and foreseeable threat. 

 

Characteristics of the threat: genuine and present or genuine and foreseeable 

The threshold of seriousness that a threat needs to reach to allow for the real-time use of RBI in 

publicly accessible areas derives from the CJEU’s case law on data retention and Passenger Name 

Record measures aimed at safeguarding national security, in particular, against terrorist attacks. 

According to the CJEU, ‘a threat to national security must be genuine and present, or at the very least, 

foreseeable, which presupposes that sufficiently concrete circumstances have arisen.’203 The Court 

added that ‘[s]uch a threat is therefore distinguishable, by its nature, seriousness, and the specific 

nature of the circumstances of which it is constituted, from the general and permanent risk of the 

occurrence of tensions or disturbances, even a serious nature, that affect public security, or from that 

of serious criminal offences being committed.’204 The assessment concerning the existence and 

seriousness of the threats is made by the courts at national level when they review the actual 

circumstances of a measure taken to safeguard national security, and more specifically, in case of 

threats to terrorist attacks. 

 

Examples of genuine and present threats 

✑ In its Decision, French Data Network and Others, which followed up the CJEU’s judgment in the 

joined cases La Quadrature du Net [C-511/18, C-512/18, and C-520/18], the French  Council of State 

assessed the level of terrorist threat based on a persistent high terrorist risk linked to the number of 

attacks that occurred in 2020 and foiled attacks in 2021, the highest threat level of the French threat 

level system (‘Vigipirate’) at that time, the high exposure to the risk of espionage and foreign 

interferences due to its military involvements, and malicious actions against French companies linked 

 
199 htps://www.government.nl/topics/counterterrorism-and-natonal-security/risk-of-an-atack-threat-level  
200 https://cuta.belgium.be  
https://crisiscenter.be/en/risks-belgium/security-risks/terrorism-and-extremism  
201 https://www.sgdsn.gouv.fr/vigipirate#  
htps://www.sgdsn.gouv.fr/fles/fles/Vigipirate/20160130-np-sgdsn-pse-tackling-terrorism-together.pdf 
202 https://www.krisinformation.se/en/hazards-and-risks/terrorism  
203 Joined Cases C-793/19 and C-794/19, BundesRepublik Deutschland v. Space Net AG and Others (20 
September 2022), para. 93.  
204 Case -140/20, Commissioner of An Garda Síochána and Others, para. 62.  



  

 53 

to industrial and scientific espionage, among others. [Conseil d’Etat, Decision No. 393099, 21 April 

2021, para.44]. 

 

✑ In its Decision following up on the CJEU’s judgment in La Ligue des droits humains [C-817/19], the 

Belgian Constitutional Court relied on terrorist attacks committed between 2014 and 2016, the threat 

level of terrorist attacks still genuine and present at the time of assessment (with a threat level at 2 

out of 4), and the geographic position of the country at the center of Europe, increasing the risk of 

using all transport modes via Belgium to commit terrorist offences. [Cour Constitutionnelle, Decision 

131/2023, 12 October 2023, paras B.40.2.1 and B.40.2.2] 

 

Prevention  

Contrary to Article 5(1)(h)(i) and Article 5(1)(h)(iii), this exception does not specify whether the 

deployment of real-time RBI would be allowed to locate and/or identify the suspect(s). The broad 

wording of the exception calls for several remarks.  

 

First, Article 5(1)(ii) must be read together with the conditions and safeguards provided by Article 5(2) 

et seqs. Yet, Article 5(2) requires deploying the technologies ‘to confirm the identity of the specifically 

targeted individual’, hence, to target one person. Yet, terrorist attacks are not systematically carried 

out by a single individual. But in the case of terrorist groups, deployers should be allowed to target 

several individuals who are linked to the same group.  

 

Second, as the deployment must also be restricted temporally and geographically, this exception does 

not allow the use of real-time RBI to detect and follow ‘terrorists on the move.’205  

 

For example,  

The geographic limitation safeguard would not allow to deploy drones equipped with live FRT to 

follow moving targets (fugitives) to identify them whenever and wherever they stop.  However, if 

justified by the circumstances of the case, such as in a situation where a terrorist suspect is running 

in a public park to randomly attack people he crosses paths with; police authorities could be allowed 

to follow his moves within a certain perimeter, beyond the public park.  

 

Third, at national level, national legislators will have an important role in further specifying this 

exception for the national law to meet the ‘quality of the law’ criteria, i.e. it should be clear, accessible, 

and foreseeable in its application. This will require specifying whether the technologies can be used 

to locate or identify an individual, or both. 

 

Scenario 8 – Real-time RBI to prevent a terrorist attack in a park  
The police are informed that a terrorist suspect is running around a park looking for people to attack 

with a knife while he is screaming violent extremist slogans, which are usually associated with 

terrorist attacks and terrorist groups. The government of that country has been facing several 

terrorist attacks and has raised the level of threats to its maximum.  

 
205 As proposed in the EU counter-terrorism agenda (2020), p. 4 
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Law enforcement authorities want to deploy real-time RBIs to identify and locate him to prevent the 

attack. Does such a use of FRT fall under the exception of Article 5(1)(h)(ii)?  

 
1) Public spaces: a park is considered as such. 

2) Purpose of use of FRTs: to identfy and locate a suspect of terrorist atack   

3) Real-tme: yes  

4) The use of real-tme RBI for this excepton needs to be authorised by natonal law 

5) Law enforcement purpose: the preventon of a terrorist threat 

a- Is it a terrorist threat? The suspect is threatening the lives of people; his atack 

has a terrorist motve.  

b- Is the threat genuine and present or foreseeable? Based on the current 

situaton in the country where several terrorist atacks have occurred, the 

armed suspect screaming extremist slogans and threatening people around him 

with his knife, the threat is genuine and present.  

The threat would not be genuine and reasonably foreseeable if his actons were 

considered intmidaton, such as the suspect would only scream violent 

extremist slogans without trying to harm anyone.  

 

Identification and localisation of the suspect: the police should define a perimeter of deployment 

(the park and the near surroundings as the individual is running with his knife), a target (the suspect), 

and a duration (which could be extended). If the suspect leaves the park, the police are not 

authorised, on the basis of this exception, to follow the move of the suspect with real-time RBI (such 

as via a drone), should he run away. However, as the suspect is running around the park, the police 

should be authorised to cover a perimeter, which includes the park and its near surroundings.  

 

Conclusion: The use of FRT in that scenario falls under the exception of Article 5(1)(h)(ii) of the AI 

Act. To deploy the technologies, the police will have to comply with the requirements set forth in 

Article 5(2) et seqs. of the AI Act, other rules and comply with the conditions applicable to the 

restrictions of fundamental rights.  

3.6.4 Localisaton and identfcaton of suspects of certain crimes  

Article 5(1)(h)(iii) allows the real-time use of RBI in publicly accessible spaces for ‘the localisation and 

identification of a person suspected of having committed a criminal offence, for the purpose of 

conducting a criminal investigation or prosecution or executing a criminal penalty for offences 

referred to in Annex II and punishable in the Member States concerned by a custodial sentence or a 

detention order for a maximum period of at least four years.’  

3.6.4.1 Localisaton and identfcaton  

The use of real-time RBI is authorised to locate and identify a suspect of a criminal offence to conduct 

a criminal investigation, prosecute them for the committed crime or execute an existing sentence. 

Article 5(1)(h)(iii) mentions the localisation and identification of a suspect or a perpetrator for one of 

the crimes listed in Annex II. 

 

Suspects and Perpetrators  
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Article 5(1)(h)(iii) covers two categories of individuals: suspects and perpetrators.206 A suspect is 

defined in EU law as a person ‘with regard to whom there are serious grounds for believing that they 

have committed or are about to commit a criminal offence.’207 In Case C-205/21, the CJEU specified 

that the existence of ‘serious grounds for believing that the person in issue has committed a criminal 

offence... presupposes that sufficient evidence of that person’s involvement in the offence has already 

been gathered.’208 Strictly speaking, a perpetrator is the person who has committed a crime and is 

convicted.209 It is not specified whether RBI could also be used to locate or identify the accomplice of 

the crimes listed in Annex II to the AI Act.210  

 

Suspects or accused persons have different rights protected at EU level.211 These rights are: 

- The right to informaton (Directve 2012/13) 

- The right to interpretaton and translaton (Directve 2010/64) 

- The right to have a lawyer (Directve 2013/48) 

- The right to be presumed innocent and be present at a trial (Directve 2016/343) 

- The right to legal aid (Directve 2016/1919) 

- And concerning children (persons under 18 years old), special safeguards when they are 

suspected and accused in criminal proceedings (Directve 2016/800) 

These rights are enshrined in Articles 47 to 49 of the Charter, which cover respectively the right to an 

effective remedy and to a fair trial, the presumption of innocence and the right of defence, and the 

principles of legality and proportionality of criminal offences and penalties.  

3.6.4.2 List of serious crimes  

Only serious crimes could justify the use of real-time RBI systems. In the proposal for the AI Act, the 

European Commission referred to the list of criminal offences that can trigger a European Arrest 

Warrant (EAW), i.e. 32 offences.212 But, as not all the crimes in the list are equivalent in terms of 

‘seriousness, probability and scale of the harm or possible negative consequences’ for the criminal 

suspects,213 the AI Act has limited the list to the most serious crimes which are punished with a 

custodial sentence or detention order of a maximum of at least four years.  

 
Annex II of the AI Act provides an exhaustive list of serious crimes for which the real-time use of RBI 

can be authorised. These criminal offences are:  

– terrorism, 

 
206 Rec. 33 AI Act.  
207 Artcle 6 of the LED, read together with Rec. 31 of the LED.  
208 Case C-205/21, para. 131.  
209 In the LED, the perpetrator is referred to as a ‘person convicted of a criminal ofence’ (Art. 6(b) LED); see also 
Quintel, T. and Mitsilegas, V., ‘Artcle 6: Distncton Between Diferent Categories of Data Subject’, Commentary 
of the LED, p. 177.    
210 Recital 33 of the AI Act mentions persons ‘involved in a crime’, which could include accomplices, but the 
mention is made in link with the ability of law enforcement, border control, immigration or asylum authorities 
to perform identity checks.  
211 See European Commission, ‘Rights of Suspects and Accused’; and the Commission Recommendaton (EU) 
2023/681 of 8 December 2022 on procedural rights of suspects and accused persons subject to pre-trial 
detenton and on material detenton conditons.  
212 Art. 5 of the Proposal for the AI Act. 
213 Rec. 33 AI Act.  
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– trafficking in human beings, 

– sexual exploitation of children, and child pornography, 

– illicit trafficking in narcotic drugs or psychotropic substances, 

– illicit trafficking in weapons, munitions or explosives, 

– murder, grievous bodily injury, 

– illicit trade in human organs or tissue, 

– illicit trafficking in nuclear or radioactive materials, 

– kidnapping, illegal restraint or hostage-taking, 

– crimes within the jurisdiction of the International Criminal Court, 

– unlawful seizure of aircraft or ships, 

– rape, 

– environmental crime, 

– organised or armed robbery, 

– sabotage, 

– participation in a criminal organisation involved in one or more of the offences listed above. 

 

The first five offences are identified as euro crimes in Article 83 TFEU, while the others constitute 

priorities for law enforcement cooperation.214 Some of them (e.g. kidnapping, illicit trafficking in 

nuclear or radioactive materials) can be linked to terrorism.215  

 

Although the list of criminal offences is those that can trigger the issuance of a European Arrest 

Warrant against a suspect or perpetrator, it is not required that an EAW has been issued to deploy a 

real-time RBI system for locating or identifying a suspect or perpetrator of one of these serious 

criminal offences. 

 

Scenario 9 - Real-time biometric surveillance in public spaces to locate and identify individuals 

with an outstanding arrest warrant 
 

During a busy festival in a city, police authorities deploy live facial recognition technologies to 

monitor the area around the festival and identify wanted individuals with outstanding arrest 

warrants for illegal drug trafficking and sexual offences. At different entrances to the festival, the 

police use live video footage of people passing in front of a mobile camera to compare their faces 

with a watchlist of faces of wanted individuals. Does this case fall under the exception of Article 

5(1)(h) (iii)?  

 

1) Law enforcement purpose carried out by a law enforcement authority: monitoring of 

public spaces to identfy wanted individuals with an outstanding arrest warrant for two 

types of crimes. 

2) Public Spaces: areas around the festval  

3) Live use of FRT 

 
214 Europol priorites.  
215 See defniton of terrorist ofences in Art.3 of Directve 2017/541.  
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4) Existence of a reference database (specifc watchlist database of wanted individuals with 

an outstanding arrest warrant for illegal drug trafcking and sexual ofences) 

 

Are the conditions of Article 5(1)(h)(iii) met?  

Live FRT cannot be used for the surveillance of public spaces in general, but it could be used to 

identify and locate a suspect of one of the criminal offences of Annex II of the AI Act under strict 

conditions.  

 

First, concerning the offence types, illegal drug trafficking is one of them. However sexual 

offences are not unless they relate to the sexual exploitation of children, child pornography, or a 

rape. The police are not allowed to deploy live FRT in the wild, i.e. in the hope of finding wanted 

criminal and taking them off the streets.  

 

Variation:  

The case is different if the police have received a physical description with a photograph of a wanted 

individual, who is subject to an EAW for drug trafficking. They have gathered information about his 

whereabouts and reasons to believe he will be present at the festival (for instance, the presence of 

acquaintances who are performing at the festival). In those circumstances, deploying real-time 

facial recognition technologies to identify the targeted individual could be covered by Article 

5(1)(h)(iii) of the AI Act. As the live use of FRT must be proportionate and strictly necessary, the 

police will have to show that no other less intrusive alternatives (such as the use of traditional CCTVs 

or police officers present at the festival for visual surveillance) can achieve the same result to locate 

and identify the suspect of a drug trafficking.  

In conclusion, depending on the circumstances of the case (initial case or variation), the case 

could fall under Article 5(1)(h)(iii) of the AI Act. However, the live use of FRT will only be allowed if 

it complies with the conditions and safeguards of Article 5(2) et seqs. of the AI Act, in addition to 

the application of other rules.  

 

A link between Article 5(1)(h)(i) and Article 5(1)(h)(iii) can be made for the crimes covered in Article 

5(1)(h)(i). While real-time RBI systems could be deployed to find the victim or a missing person, the 

technologies could also be used to locate and identify the perpetrator or suspect of trafficking in 

human beings, sexual exploitation as far as it concerns children (as listed in Annex II), and kidnapping 

(as far as the abduction mentioned in Article 5(1)(h) (i) qualifies as kidnapping as listed in Annex II of 

the AI Act).  

 

Scenario 10 – Algorithmic video surveillance 
 

New AI video surveillance systems are deployed in a city to secure the Olympic Games. Although 

the public authorites do not have the authorisaton to deploy live facial recogniton systems, they 

have put in place a new generaton of AI systems, which can detect crowd movements, abnormal 

behaviours, crowd emoton detecton, dumping bags, in various publicly accessible areas (in the 

streets, the stadiums, and the metro statons). The tools do not identfy any individuals. Instead, 
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they alert law enforcement and other competent authorites of an issue so that they can react 

appropriately to stop a major incident.  

It may also be possible to add further functonality to the AI system to: 

• Capture a facial image of the individual/s who dumped a suspicious bag, started an 

altercaton or any acton that could result in an incident. This can later, if required, and based 

on prior authorisaton, be run through a post-remote AI system to compare the captured 

facial image with databases of threat actors (hooligans, terrorist suspects) (variaton 1) or 

• Capture a facial image of the individual/s who dumped a suspicious bag, started an 

altercaton or any acton that could result in an incident, and use real-tme remote RBI 

immediately to compare the captured facial image with databases of threat actors 

(hooligans, terrorist suspects) (variaton 2).  

Analysis:  

1) Algorithmic video-surveillance systems do not process biometric data for identfcaton 

purposes as their aim is to alert about incidents and abnormal behaviours and crowd 

emotons. However, they could stll be used for mass surveillance and adversely afect the 

fundamental rights of the partcipants in the event. But these systems do not fall under the 

prohibiton of Artcle 5(1)(h).  

2) In variaton 1, if images are extracted from these systems and further analysed for 

identfcaton purposes, the police perform retrospectve facial recogniton on the images 

collected. This retrospectve use of FRT is not prohibited by Artcle 5(1)(h). However, it must 

comply with the requirement of Artcle 26 (10) of the AI Act, which includes a targeted use 

of the technology (for instance, in link with a criminal ofence), the existence of safeguards 

and a prior authorisaton.  

3) In variaton 2, images are compared in real-tme. This type of use falls under Artcle 5(1)(h) 

of the AI Act. Real-tme RBI cannot be switched on if the use does not fall under one of the 

three exceptons, which must have been authorised in the natonal legislaton of the 

Member State.  

Concerning the threat of a terrorist atack, the threat cannot be potental under Artcle 

5(1)(h)(iii). It must be genuine and foreseeable or genuine and present. This means that the 

threat level for a terrorist atack must be at the highest level of terrorist threats, as defned 

at domestc level, and that police received concrete informaton that can relate to one or 

several suspects, the locatons of the terrorist atacks, or the tming of these atacks. Real-

tme use should be targeted, based on prior knowledge and informaton, and should not be 

switched on due to the presence of a potental suspect or informaton on the targeted 

locatons for a terrorist atack during the Olympic Games. The reference database is also not 

specifc enough. 

Based on the informaton provided, the real-tme use of RBI would not be allowed.  
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3.6.5 Conditons and Safeguards (Artcle 5(2) AI Act) 

The deployment of real-time RBI systems for one of the objectives covered by Article 5(1)(h)(i) to (iii) 

is subject to conditions and safeguards, which are detailed in Article 5(2) to Article 5(7) of the AI Act. 

This study is limited to the conditions provided by Article 5(2) of the AI Act.   

 

Article 5(2) provides that: 

‘The use of ‘real-time’ remote biometric identification systems in publicly accessible spaces for the 

purposes of law enforcement for any of the objectives referred to in paragraph 1, first subparagraph, 

point (h), shall be deployed for the purposes set out in that point only to confirm the identity of the 

specifically targeted individual, and it shall take into account the following elements: 

(a) the nature of the situation giving rise to the possible use, in particular the seriousness, 

probability and scale of the harm that would be caused if the system were not used; 

(b) the consequences of the use of the system for the rights and freedoms of all persons 

concerned, in particular the seriousness, probability and scale of those consequences. 

In addition, the use of ‘real-time’ remote biometric identification systems in publicly accessible spaces 

for the purposes of law enforcement for any of the objectives referred to in paragraph 1, first 

subparagraph, point (h), of this Article shall comply with necessary and proportionate safeguards and 

conditions in relation to the use in accordance with the national law authorising the use thereof, in 

particular as regards the temporal, geographic and personal limitations. The use of the ‘real-time’ 

remote biometric identification system in publicly accessible spaces shall be authorised only if the law 

enforcement authority has completed a fundamental rights impact assessment as provided for in 

Article 27 and has registered the system in the EU database according to Article 49. However, in duly 

justified cases of urgency, the use of such systems may be commenced without the registration in the 

EU database, provided that such registration is completed without undue delay.’ 

3.6.5.1 Targeted individual and Safeguards  

First, real-time use of RBI systems should only be deployed to ‘confirm the identity of the specifically 

targeted individual’, balancing the seriousness of the situation and the harm resulting from not using 

the system with the impact of the technologies’ use on individuals’ rights and freedoms. The first 

condition aims to avoid mass surveillance by targeting an individual for the deployment of real-time 

RBI. As a consequence, the deployment of a RBI in real-time should only be authorised for a targeted 

individual or individuals (in case of terrorist groups). By ‘confirming the identity’, one should 

understand that the purpose of the real-time use of RBI can only be initiated for specific individuals 

for which the law enforcement authorities have reasons to believe or are informed that the individuals 

are victims of the crimes listed in Article 5(1)(h)(i) or are involved in one of the situations described in 

Article 5(1)(h)(ii) or Article 5(1)(h)(iii). Concerning the application of Article 5(1)(h)(ii), law 

enforcement authorities might not necessarily know the identity of the individuals they are searching 

for in the context of a genuine threat of a terrorist attack. But, if they have factual indications and 

information about a planned terrorist attack by a terrorist group (without knowing who will execute 

the plan) on a specific day at a defined place, it could be envisaged that the RBI system is deployed to 

identify the members of a terrorist group. However, the scope of who (and what) is targeted in that 

case will depend on what the national law authorises explicitly in the context of the prevention of a 

genuine threat of a terrorist attack.  
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Law enforcement authorities  will also have to constitute a reference database containing the 

biometric data of these individuals. In the situation covered by Article 5(1)(h)(iii), law enforcement 

authorities need information about the suspect or perpetrator of one of the offences covered by 

Annex II as they are looking for a specific person.  

 

Confirming the identity in relation to identification  

Prima facie, the expression ‘to confirm the identity of the specifically targeted individual’ appears 

confusing. Real-time biometric identification contributes to the identification of persons. Yet 

identification and confirmation of identity are two different notions, as set out in Article 3(35) and 

(36) and explained in recitals 15, 17 and 54. However, that phrase should be interpreted as an 

additional safeguard for fundamental rights to limit the risk of indiscriminate surveillance. To this 

end, the identification of individuals in a publicly accessible space or without cause for a relevant 

individual is not allowed. Only the deployment of the technologies to confirm their identity is 

allowed.  

 

 

Second, before using the system, the risk of not using the system and the resulting harm should be 

assessed against the impact of using the system on individuals’ rights and freedoms. This should 

include evaluating whether less intrusive alternative solutions are available to law enforcement 

authorities or entities acting on their behalf. In application of Article 5(2)(a) and (b), deployers must 

conduct a risk assessment for the deployment of the RBI systems, balancing on one side the 

seriousness, probability and scale of the harm if the system is not used and on the other side the 

impact of using these systems on people that are concerned (i.e. the victim, the missing person, 

persons involved in a terrorist attack, suspect or perpetrator of one of the crimes listed in Annex II of 

the AI Act). The seriousness, probability and scale of the real-time use of RBI on persons affected by 

the use of the technologies have to be assessed. The ‘seriousness’ criterion implies a variation in 

degrees of interference with the fundamental rights at stake, which is linked to the principle of 

proportionality.216 Concerning the interferences with fundamental rights, some interferences are 

viewed as more serious than others. For instance, the general and indiscriminate retention of 

telecommunications data cannot be justified by the objective of fighting crime, 217 even serious crime, 

218 as such measures exceed the limits of what is strictly necessary and cannot be considered justified 

in a democratic society.219 However, the objective of protecting national security could justify such 

blanket retention.220 The ‘scale’ criterion refers to the number and categories of persons affected by 

the interference (including children and vulnerable or marginalised persons).221 Finally, the 

 
216 Case C-207/16, Ministerio Fiscal, Judgement of 2 October 2018, para. 55, where the Court states that ‘access 
must be proportonate to the seriousness of the interference with the fundamental rights in queston.’  
217 Joined Cases C- 203/15 and C-698/15, Tele2 Sverige and Watson, 21 December 2016, para. 107 
218 Joined Cases C- 293/12 and C-594/12, Digital Rights Ireland, 8 April 2014, paras. 57 et seqs, and joined 
Cases C- 203/15 and C-698/15, Tele2 Sverige and Watson, para. 119.  
219 Joined Cases C-511/18, C-512/18 and C-520/18, La Quadrature du Net, 6 October 2020, para. 141. 
220 Ibid.,paras 134-139 and 177.  
221 See Malgieri G. and Santos C., ‘Assessing the (Severity of) Impacts on Fundamental Rights’, work-in-progress 
paper, 28 June 2024, htps://papers.ssrn.com/sol3/papers.cfm?abstract_id=4875937    
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‘probability’ is the likelihood that an event will occur. This risk assessment should be part of the 

Fundamental Rights Impact Assessment.  

 

Third, the real-time use of RBI should be clearly delimited in terms of geographic scope, duration, and 

targeted person. This is to ensure that the RBI system is strictly used. These safeguards derive from 

the CJEU’s case law on data retention measures.222 Concerning the geographic restriction, the CJEU 

interprets this safeguard as ‘the place where the offence or act adversely affecting national security 

was committed or prepared.’223 The geographic limitation can cover one or several geographical areas 

based on ‘objective and non-discriminatory factors’ if the competent authorities consider that in these 

geographical areas, there is ‘a situation characterised by a high risk of preparation or commission of 

serious criminal offences.’  224 Another safeguard relates to the personal scope of the measure, i.e. 

defining the categories of persons concerned allows, on the basis of objective evidence to target 

individuals ‘to reveal a link, at least an indirect one, with serious criminal offences, to contribute in 

one way or another  to combating serious crime or to preventing a serious risk to public security or a 

risk to national security.’ 225 Finally, the time limit is a period limited to what is strictly necessary, but 

which may be extended. 226  

 

Fourth, before the deployment, the law enforcement authority deploying the system must have 

conducted a Fundamental Right Impact Assessment (FRIA) and registered the system in the EU 

database (except in a duly justified case).  

3.6.5.2 Fundamental Rights Impact Assessment  

FRIAs carried out in application of Article 5(2) of the AI Act must comply with the conditions set in 

Article 27 of the AI Act. This article details the requirements concerning FRIAs applicable to high-risk 

systems. The study is limited here to FRIAs in the context of the permitted exceptions to real-time 

use of RBI in publicly accessible spaces and explains what the FRIA is, who conducts it, when it should 

be conducted, and the elements that should be assessed according to Article 27 of the AI Act.  

 

First, A FRIA is a new type of impact assessment that aims to identify the impact on fundamental 

rights that a RBI system may produce. A FRIA is an accountability tool. The FRIA does not replace the 

existing Data Protection Impact Assessment (DPIA) that data controllers (i.e. those in charge of 

processing personal data) must conduct under Article 27 of the LED or Article 35 of the GDPR. The 

obligation to carry out a DPIA is triggered by the existence of at least two criteria, such as the 

processing of sensitive data with innovative technologies, the processing on large-scale or the 

systematic monitoring of a publicly accessible area.  

 

For example,  

 
222 Joined Cases C- 203/15 and C-698/15, Tele2 Sverige and Watson, para. 106; joined Cases C-511/18, C-
512/18 and C-520/18, La Quadrature du Net, para. 165.  
223 Joined Cases C-511/18, C-512/18 and C-520/18, La Quadrature du Net, para. 165.  
224 Ibid, para 150.  
225 ibid, para. 148.  
226 ibid, para. 168.  
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A DPIA must be conducted when biometric data are processed with new technologies (such as CCTV, 

facial recognition, and body-worn cameras) in publicly accessible spaces.   

 

A list of nine criteria, established by the former advisory body, Article 29 Data Protection Working 

Party, and endorsed by the EDPB, serves as guidance.227 A DPIA focuses on the risks to the rights and 

freedoms of individuals resulting from the processing of their personal data; whereas the FRIA 

covers the possible impact of AI systems on individuals’ fundamental rights, irrespective of whether 

personal data are processed. The scope of a FRIA is broader.  In case personal data are processed by 

the AI system (which is the case of RBI systems), the FRIA can complement a DPIA as long as the 

deployer is also the data controller.228 The analysis of the FRIA in this study is limited to the authorised 

use of RBI in real-time.229 

 

Second, law enforcement authorities, and not entities or bodies or anyone acting on their behalf, 

have the obligation to carry out the FRIA. It seems logical to impose the obligation on law 

enforcement authorities, as if those authorities delegate the task to another entity, body or person 

(‘acting on their behalf’), law enforcement authorities remain responsible.  

 

Third, a FRIA must be carried out before the deployment of the authorised RBI system. Although 

Article 5(2) of the AI Act does not specify that the law enforcement authority must complete a FRIA 

for each use of the system, it should be understood that the law enforcement authority updates the 

FRIA for each deployment if one already exists for the system.230 

 

Fourth, according to Article 27 of the AI Act, a FRIA should include the following information:  

 

• Descripton of the RBI use and deployer’s processes together with the intended purpose of 

use:  

The description should be as detailed as possible and include  

- the name of the technology provider,  

- the technical documentation of the RBI system (that should explain the functioning of the 

technology)  

- the law enforcement purpose for which it will be used 

 
227 In its ‘Guidelines on Data Protecton Impact Assessment (DPIA)’, WP248 rev.01, the Artcle 29 WP identfed 
nine criteria of which the combinaton of two triggers the obligaton to conduct a DPIA. Although these 
Guidelines relate to DPIAs in the context of Artcle 35 of the GDPR, they are also relevant in the interpretaton of 
the applicaton of Artcle 27 of the LED.  
These criteria are 1) evaluaton scoring (including profling and predictng); 2) automated-decision making with 
legal or similar signifcant efect; 3) systematc monitoring (including of a publicly accessible space); 4) sensitve 
data or data of a highly personal nature; 5) data processed on a large scale; 6) matching or combining datasets; 
7) data concerning vulnerable data subjects; 8) innovatve use or applying new technological or organisatonal 
solutons; and 9) when the processing prevents data subjects from exercising a right or using a service or a 
contract.  
228 Art. 27(4) AI Act.  
229 Thus, the analysis does not cover the case of high-risk AI systems in general.  
230 Art. 27 of the AI Act requires a FRIA for the frst tme use of a high-risk AI system.  
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In this description, the reference database against which the biometric identification will be 

performed should be described, including the sources of the biometric data (facial images, voice 

samples, etc.) that will be used.  

 

This description should include the legal basis on which the real-time RBI will be deployed, the 

purpose of use, the entity deploying the technologies, as well as the temporal (time limit of the 

deployment, which can be extended), geographic (geographic areas of deployment, which can be 

multiple), and personal limitations (which include identifying the targeted person, and other 

impacted persons (i.e. those whose biometric data might be included in the specific reference 

database, passersby). 

 

• Period of use and frequency of use 

Concerning the real-time use of RBI, each use for one of the permitted exceptions needs to be 

allowed prior to the deployment. Hence, the law enforcement authorities will need to update the 

FRIA each time they deploy a given RBI system as they should identify the specific purpose and 

circumstances for which they will use the system.  

 

The temporal limitation of use needs to be described, together with objective factors that could justify 

an extension (for instance, a victim has been abducted and travels in a car).  

 

• Categories of persons and groups afected by the system  

The FRIA should distinguish between: 

-  The targeted individual, who can be the victim of a crime, the perpetrator or the suspect, 

- The individuals whose biometric data are included in the reference database, and    

-  People who are present in the surroundings of the targeted individual.  

 

The real-time use of RBI will not only affect the fundamental rights of the targeted individual, but also 

other individuals whose biometric data are used for comparison purposes, passersby, and people 

incidentally presented in the frame of the cameras, for example. The description of the geographic 

scope of the area(s) covered by the RBI system will impact a number of persons affected by the system.  

 

• Specifc risks of harm to the afected persons: 

The fundamental rights that are affected by the real-time use of RBI in publicly accessible spaces are 

the following ones:  

- The right to privacy, including people’s reasonable expectaton of anonymity in public 

spaces.231 

- the right to data protecton as RBIs rely on the processing of biometric data and other personal 

data (e.g. names, ID numbers, as well as sensitve data such as ethnicity) to identfy specifc 

individuals,  

 
231 See EDPB, ‘Guidelines 05/2022 on the Use of Facial Recogniton Technology in the Area of Law Enforcement’, 
p.49.  
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- Freedom of expression and freedom of assembly and associaton in public spaces, as if 

individuals know they are monitored, they might change their behaviour.232 

- The right to an efectve remedy and a fair trial includes the right to be informed about the 

processing of their biometric data233 and the inclusion of their biometric data in a reference 

database.234 

- The right to non-discriminaton might be adversely afected by the performance of a system 

that embeds biases (such as gender, ethnic or racial biases)235 and might lead to the 

misidentfcaton of a suspect or perpetrator.  

- The right to human dignity might be impacted by the feeling of becoming an object to the 

system. 236 

- The presumpton of innocence and right of defence, which can be challenged by the outcome 

of the RBI system, as no decision adversely afectng an individual can be solely taken on the 

output of the real-tme RBI system.237 

- The rights of the child in case the victm, missing person or suspect is a minor. 

- The rights of the elderly may be relevant in case of a missing person whose disappearance is 

a cause for concern.  

 

To assess the risks of harm likely to impact the identified affected persons or groups, the FRIA should 

identify the fundamental rights of these persons and assess the impact on these fundamental rights, 

including the severity of the impact. The level of the impact could be assessed through a matrix based 

on the number of persons affected and the severity of the infringement, using the criteria of negligible, 

critical, and serious (as proposed in the ALIGNER project, see examples of methodologies in this 

section).  

 

This part should also include the necessity and proportionality assessment of the deployment, 

including the existence or absence of less intrusive alternative measures. The FRIA should describe the 

performance and accuracy level of the system, based on the technical documentation and, if 

available, the training data on which the technology was tested and developed to prevent biases and 

discrimination.    

 

For instance,  

If the targeted individual is a suspect or a perpetrator, the FRIA should assess the impact on their 

right to privacy (including the risk of misidentification), their right to an effective remedy and a fair 

trial. If the individual is a victim, the FRIA should identify the fundamental rights at stake and assess, 

 
232 Ibid. 
233 In that context, see the obligaton of notfcaton as interpreted by the CJEU in joined Cases C-203/15 and C-
698/15, Tele2 Sverige, para. 121.  
234 As analysed by FRA in ‘Facial Recogniton Technology: Fundamental Rights Consideratons in the Context of 
Law Enforcement’, p. 32.  
235 Buolamwini J.  and Gebru T., ‘Gender Shades: Intersectonal Accuracy Disparites in Commercial Gender 
Classifcaton’, (2018) Proceedings of Machine Learning Research 81, 1-15.  
236 See EDPB, ‘Guidelines 05/2022 on the Use of Facial Recogniton Technology in the Area of Law Enforcement’, 
para 39, p.15.  
237 Art. 5(3) AI Act.  
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among others, the impact on their rights to privacy, but also children’ rights in case the victim is a 

child.  

 

It is essential that the FRIA identifies the impacts on the fundamental rights of other individuals 

present in the publicly accessible spaces. This is because the system will also process biometric data 

of these individuals, and their rights to privacy and data protection will be impacted. Depending on 

the context of deployment of the RBI, other fundamental rights of these individuals, such as their 

rights to assembly or freedom of expression, could be impacted.  

 

The ‘fundamental rights roadmap’ established by the Dutch Ministry of Interiors, together with the 

questions listed to assess the impact of the AI systems on individuals, could serve as a guidance for 

deployers (see examples of methodologies in this section).  

 

 

• Human oversight measures 

 

According to Article 5(3) of the AI Act, no decision that would adversely affect an individual can be 

taken solely based of the output of the real-time RBI system. As a consequence, the FRIA should 

describe the procedures that will be followed and how the output will be interpreted. The procedures 

should provide instructions on the deployment of the RBI system, clarify the role of a human agent in 

verifying and interpreting the output and provide training to operate the system.  The person in 

charge of human oversight should have enough ‘AI literacy, training and authority’238 to understand 

how the system functions, when it underperforms or malfunctions. The human oversight implies a 

technical knowledge of the AI system.  

 

For the real-time use of RBI, the human oversight is best assigned to a team (or at least, two persons)239 

rather than  a single person.  

 

• Risk mitgaton measures 

Beyond implementing human oversight measures (including to avoid discriminatory measures), the 

deployer should explain redress measures in case of occurrence of the risks, including the 

governance procedures and complaint mechanisms (such as in case of misidentification). 

 

Two FRIA methodologies – Examples  

 

1. The ALIGNER project240 has published an ad hoc template addressed to law enforcement 

authorities who deploy AI systems for law enforcement purposes, i.e. prevention, investigation, 

 
238 Rec. 91 AI Act.  
239 This is a suggeston made by the IAPP in their analysis of the human oversight’s obligaton. See Andrews C. 
‘EU AI Act Shines Light on Human Oversight Needs’.  
240 ALIGNER stands for Artfcial Intelligence Roadmap for Policing and Law Enforcement; the project is an EU 
Horizon 2020 project.  
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detection or prosecution of criminal offences or execution of criminal penalties. The template 

focuses on four ‘categories of fundamental rights:’  

- Presumpton of innocence and right to an efectve remedy and a fair trial 

- Right to equality and non-discriminaton 

- Freedom of expression and informaton 

- Right to respect for private and family life and right to the protecton of personal data. 

 

For each category, the template identifies various challenges that law enforcement authorities 

might face. The document accompanying the templates provides an ‘impact matrix’ risk to assess 

the negative impact of the use of the AI systems, based on the number of individuals affected by 

the system and the severity of the prejudice.241 

 

References: 242 

- ALIGNER: How to use the ALIGNER Fundamental Rights Impact Assessment Template. 

- ALIGNER: AFRIA Templates.  

 

2. The Dutch Ministry of the Interior and Kingdom Relations has elaborated a Fundamental Rights 

Impact Assessment template to map out the risks posed by the use of algorithms by Dutch public 

authorities on fundamental rights and identify mitigating measures. The methodology developed 

by the Dutch government is very comprehensive, although not specific to the field of law 

enforcement.  

 

The FRIA is composed of four steps:  

1. Identification of the objective of the algorithm (including its intended effects, objectives and 

preconditions): this includes describing the problem that the algorithm will solve and reasons to 

use the algorithm, the public values that support the use and the public values that might be 

affected, the adequate legal basis allowing the use of the algorithm. 

 

2. Description of the algorithm (including the data used as input and their origin): this includes data 

sources and quality as well training data, the representativeness of the data, possible assumptions 

and biases embedded in the data, security of the data, the type of algorithm (self-learning or 

machine learning), accuracy of the algorithm, transparency and explainability.  

 

3. Explanation of the implementation, use, and supervision of the algorithm: this includes human 

oversight, evaluation and auditing of the system, as well as decisions based on the algorithm’s 

output.  

 

4 Impact on fundamental rights. This last step comprises a ‘fundamental rights roadmap’ composed 

of seven steps: which fundamental rights are affected? Is there any specific legislation? How serious 

is the infringement? What are the aimed social, political, or administrative objectives? Is the 

 
241 Such a matrix is useful; however, the document does not explain the methodology used to build it.   
242 htps://aligner-h2020.eu/fundamental-rights-impact-assessment-fria/  
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algorithm a suitable tool for the objectives? Is the algorithm necessary to achieve these objectives 

or are there alternatives? Are the objectives sufficiently balanced to justify the interference with 

the fundamental rights.  

 

References: 243 

- Government of the Netherlands, ‘Fundamental Rights and Algorithms Impact Assessment 

(FRAIA)’  

 

Points for attention:  

While Article 5 of the AI Act will be applicable six months after the entry into force of the AI Act, Article 

27 of the AI Act that details the obligation to carry out a FRIA will only be applicable 24 months after 

the entry into force of the AI Act. The European Commission will also issue a template for FRIAs at a 

later stage. The description and explanations for each element of a FRIA, as listed in Article 27 of the 

AI, are intended to provide some indications about the FRIA. As a suggestioon, a mapping of Article 

27 of the AI Act, modelled after the one published by Mustać244 but adapted to law enforcement 

purposes, could be added to the Guidelines.  

 

Registration of the authorised RBI systems 

Concerning the registration of the system in the EU database, as outlined in Article 49 of the AI Act, in 

case of a duly justified emergency (such as an imminent event), the deployment can start, provided 

the law enforcement authority registers the RBI system without undue delay. Undue delay should be 

understood as soon as possible, considering the circumstances of the emergency that prevented the 

registration of the system prior to its use.245 It requires an appreciation on a case-by-case basis and 

cannot be defined a priori with a precise time limit. But the delay should not be caused by a deliberate 

action. 

 

For example, 

Requesting law enforcement authorities to register the RBI system within 24 hours of its use might 

be considered a reasonable delay in case the system was deployed in a situation of an imminent 

threat to life, such as in the shooter scenario(scenario 8).  

 

3.7 Out-of-Scope 
All the other uses of RBI systems that are not covered by the prohibition of Article 5(1)(h) and the 

explicit exceptions of Article 5(1)(h)(i)-(iii) fall into the category of high-risks as defined in Article 6 of 

the AI Act and listed in 1(a) of Annex III of the AI Act. However, the AI Act does not create a legal basis 

 
243https://www.government.nl/documents/reports/2021/07/31/impact-assessment-fundamental-rights-and-
algorithms 
244 See Mustać T. ‘The AI Act Series: Fundamental Rights Impact Assessments’, Medium, 9 August 2024.   
245 By analogy, the Artcle 29 Data Protecton Working Party, replaced by the EDPB, interpreted the noton of 
‘undue delay’ in relaton to the tmely communicaton of a data breach to individuals as meaning ‘as soon as 
possible’. See A29WP, ‘Guidelines on Personal Data Breach under Regulaton 2016/679’ WP250 rev.01, as 
endorsed by the EDPB, p.20.  
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to process biometric data as data protection rules still apply (either the GDPR or the LED, depending 

on the nature of the data processing). Besides, the AI Act does not allow to circumvent other 

legislation.  

 

Although the study of high-risk systems is not part of this report, three cases can be mentioned. 

First, this concerns the retrospective use of RBI systems in public spaces for law enforcement 

purposes. For instance, police authorities might be authorised by national law to perform 

retrospective facial recognition to compare images of criminal suspects with recorded facial images in 

a criminal database.246 Another case is the use of real-time RBI systems for a law enforcement 

purpose in either a private space (such as at somebody’s place) or online space (such as the use of 

live FRT in a chat room or online game to identify a suspect of child pornography). The last situation 

is the use of RBI systems by private actors, both in real-time and retrospective (such as the use of 

live FRT by a supermarket to identify known shoplifters, the use of live FRT by a sports arena to identify 

individuals banned from entering the arena, or the use of live FRT in schools for security purposes and 

school attendance).  

 

RBI systems that fall into the category of high-risk AI systems are subject to the following rules, briefly 

summarised:247 

- Conformity assessments (pre/post market)248 

- Fundamental Rights Impact Assessments (FRIAs) are imposed on deployers that are bodies 

governed by public law, private enttes providing public services and deployers of certain high-

risk AI systems, such as banking or insurance companies.249  

- Risk-management system,250  

- Data governance,251 

- Technical documentaton,252 

- Record-keeping, 253 

- Transparency obligatons imposed on the providers (e.g. manufacturer, seller) and deployers 

(law enforcement authorites, public authorites, private enttes, etc.). 254 

- Human oversight, 255 

- Accuracy, robustness, and cybersecurity.256 

 

 
246 For instance, the Traitement des Antécédents Judiciaires database in France, created by Décret no. 2012-652 
du 4 mai 2012 relatf au Traitement des Antécédents Judiciaires (Decree 2012-652). 
247 This part falls outside the scope of the study. 
248 Art. 43 AI Act.  
249 Art. 27 AI Act and Rec. 96 AI Act.  
250 Art. 9 AI Act. 
251 Art. 10 AI Act. 
252 Art. 11 AI Act. 
253 Art. 12 AI Act. 
254 Art. 13 AI Act, Art. 16 AI Act (providers’ obligatons), Art. 26 AI Act (deployers’ obligatons).  
255 Art. 14 AI Act. 
256 Art. 15 AI Act.  
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Besides, the retrospective use of RBI systems for law enforcement purposes is subject to additional 

rules, which are applicable to their deployers: 257 

- Prior authorisaton by a judge or an administratve authority whose decision is binding before 

the deployment, or without undue delay and no later than 48 hours, except when the system 

is used for the inital identfcaton of a potental suspect based on objectve and verifable 

facts directly linked to the ofence. In case no authorisaton is delivered, the use should stop 

immediately, and the personal data processed deleted. 

 

- Use is only allowed for a targeted search (i.e. the technology is used in a targeted way), 

whether it is in link with a criminal ofence (and the targeted search of a suspect or 

perpetrator), a criminal proceeding, a genuine and present or genuine and foreseeable threat 

of a criminal ofence, or the search for a specifc missing person.  

 
- No decision with an adverse legal efect on a person should be solely based on the output of 

the system.  

 
- Each retrospectve use of RBI must be documented and made available to the relevant market 

surveillance and DPA upon request.  

 
- Annual reports must be submited to the relevant market surveillance authorites and DPAs. 

 
Member States can introduce more restrictive laws in compliance with Union law. They could, 

therefore, decide to ban the retrospective use of RBI for law enforcement and non-law enforcement 

purposes.258   

 

Based on national Courts’ and DPA’s decisions, the cases below illustrate the use of RBIs for non-law 

enforcement purposes (in the context of schools, a supermarket, and football stadiums). As the RBI 

systems process biometric data, they are subject to compliance with data protection rules and, in 

particular, Article 9(2) of the GDPR governing the processing of sensitive data.  

 

For example,  

A French administrative Court found that the trial of live FRT in two public schools for access control 

and security purposes was neither necessary nor proportionate. Alternative solutions that were less 

intrusive for the students were available, e.g. the use of badges. Besides, the conditions for explicit 

consent were not met. Therefore, consent could not be used as a valid legal basis to trial FRT in high 

schools. 259 

 
 

For example,  

A supermarket was not allowed to use live FRT to prevent shoplifting in the Netherlands. Without 

explicit consent from the customer or any legal basis allowing the processing for a substantial public 

 
257 Artcle 26(10) and Rec. 94 AI Act.  
258 Last paragraph of Art. 26(10) AI Act.  
259 TA Marseille (Administratve Court in Marseille) 27 February 2020, no. 1901249.  
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interest (such as security purposes), the supermarket could not process biometric data and thus 

deploy FRTs.260  
 

 

 

For example, 

The use of live FRT at the entrance of a football club was banned in France to identify supporters261 

and was banned in Spain to ensure the safety of spectators.262    
 

4 Untargeted Scraping of Facial Images  
Art. 5(1)(e) prohibits ‘the placing on the market, putting into service and use of AI systems that create 

of expand facial recognition databases through the untargeted scraping of facial images from the 

Internet or CCTV footage.’ 

4.1 Ratonale  
Recital 43 of the AI Act justifies the prohibition of Article 5(1)(e) based on the ‘feeling of mass 

surveillance’ and the risks of ‘gross violations of fundamental rights, including the right to privacy.’ 

This prohibition was not part of the proposal for the AI Act but was added during the negotiations of 

the AI Act.263 This prohibition aims at complementing the GDPR rules. While the GDPR applies to the 

processing of personal data, including by AI systems, the AI Act governs the use and other practices of 

AI systems.  

 

The prohibition introduced in the AI Act echoes the Clearview AI case, resulting in several fines 

imposed by DPAs in Europe and beyond. As revealed in January 2020 by the investigative journalism 

of the New York Times, Clearview AI is a US start-up that scraped billions of facial images from various 

online platforms and social media, along with associated metadata and information, to create a large-

scale facial database, whose access was sold to law enforcement authorities and private companies. 

264   

4.2 Legal Background 
Several DPAs fined the company in Europe for non-compliance with the General Data Protection 

Regulation. Despite the company’s absence of establishment or representation in the EU, the DPAs 

applied the GDPR based on its extra-territorial scope (in particular, Article 3(2) GDPR, targeting data 

subjects in the EU through the monitoring of their behaviour). In their respective decisions, they found 

several violations of the GDPR, including the lack of legal bases to collect and process personal and 

 
260htps://www.autoriteitpersoonsgegevens.nl/en/current/dutch-dpa-issues-formal-warning-to-supermarket-
for-use-of-facial-recogniton-technology.  
261htps://www.cnil.fr/fr/reconnaissance-faciale-et-interdicton-commerciale-de-stade-la-cnil-adresse-un-
avertssement-un-club  
See also Jasserand C., ‘Yellow Card to a French Football Club: No Facial Recogniton System to Monitor their 
Supporters’, 30 March 2021, CiTiP Blogpost.   
262htps://www.biometricupdate.com/202401/spanish-data-authority-opposes-facial-recogniton-for-football-
stadium-access  
263 By the European Parliament.  
264 Hill K., ‘The Secretve Company that Might End Privacy as We Know It’, the New York Times, 18 January 
2020.  
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biometric data, non-respect of data subjects’ rights (e.g. right of access, right to erasure, right of 

information), and the lack of protection for biometric sensitive data.  

 

DPAs decisions against Clearview AI’s practices on the GDPR basis and DPAs decisions against police 

authorities using Clearview AI’s platform on the LED basis 
 

✑ Several DPAs issued injunction orders and decisions against Clearview AI. They found that its 

practices of indiscriminately scraping facial images from publicly accessible social media and websites 

to create individuals’ profiles infringe the GDPR. In particular, the company could not rely on explicit 

consent or data manifestly made available by the data subjects themselves to process their biometric 

data. They also found several violations of data subjects’ rights.  

Several ordered the company to delete the data to pay 20 million euros of fines [e.g. CNIL, Decision 

No. MED 2021-134; Il Garante, injunction order 9751362; Hellenic DPA, Decision 35/2022]. The French 

DPA, CNIL, issued an additional fine for non-execution of the original decision [CNIL, Deliberation No. 

SAN-2022-019], while the Hamburg Commissioner for Data Protection and Freedom issued a limited 

order that only requested deleting the hash value generated for the complainant’s profile. [Hamburg 

DPA, Order 545/2020; 32.02-102] 

✑ In addition, the Swedish DPA fined the police for using Clearview AI’s platform without legal basis, 

while the Deputy Data Protection Ombudsman in Finland issued a warning to the police for testing 

the platform and processing biometric data without legal basis.  

[Swedish IMY decision, DI-20200-2719; Office of the Data Protection Ombudsman, Decision 

3394/171/21] 

 

Despite the growing number of fines imposed on Clearview AI for infringing the GDPR, the company 

has not paid the penalties and could not be compelled to do so due to the difficulties of enforcing the 

sanctions against a company that is neither established nor represented in the EU. Similar databases, 

such as PimEyes, exist even if they present themselves as a ‘reverse engineering image search’ engine 

relying on publicly available images that enable users to reclaim facial images that third parties would 

have unlawfully published.265 

 

Concerning the use of these large-scale facial databases, the EDPS considered that no specific data 

protection rules would allow law enforcement authorities to use such platforms, 266 while the Swedish 

police forces were fined for using Clearview AI without legal basis, and the Finnish police received a 

warning for the same reason. See above.  

4.3 Legal Analysis 
This prohibition was added by the European Parliament in its position on the proposal for the AI Act 

and kept by the EU institutions in the final text.267   

 
265 PimEyes, ‘Image Search with PimEyes, How to Reverse Image Search’ Blog 
htps://pimeyes.com/en/blog/image-search-with-pimeyes-how-to-reverse-image-search   
266 EDPB, Guidelines 05/2022, p.52.  
267 See EP, ‘Amendments adopted by the European Parliament on 14 June 2023 on the proposal for a regulaton 
of the European Parliament and of the Council laying down harmonized rules on artfcial intelligence (Artfcial 
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The components of the prohibition include:  

1) the purpose of the facial database (facial recogniton, which includes both identfcaton 

and verifcaton modalites. Yet, no recital specifes that the databases should be limited 

to their identfcaton functon);  
 

2) the means to populate the database, i.e. AI tools for untargeted scraping; and  
 

3)    the sources of the images, either online sources (internet) or CCTV footage.  
 

Concerning untargeted scraping, it should be interpreted in a manner that does not allow 

circumvention of the prohibition. The scraping of the Internet or CCTV footage for the creation of a 

database step-by-step, thereby selecting specific groups of individuals or other criteria each time, 

should fall within the prohibition where the end-result is functionally the same as pursuing untargeted 

scraping from the outset. 

4.3.1 Placing on the market, putng into service or use of AI systems that 
create/expand facial recogniton databases 

The prohibition covers all practices of the AI system used to create or expand the facial recognition 

database. It is addressed at both the providers of the systems and the deployers, and is not restricted 

to law enforcement authorities, public authorities or private companies. What the AI Act prohibits is 

not the resulting facial recognition database, but the AI systems used to create or expand facial 

recognition databases made through online or CCTV untargeted scraping.  

 
In some countries, e.g., in France, the police authorities are already authorised to perform facial 

recognition for investigation purposes on an existing criminal record database, composed of facial 

images of suspects, victims, and missing persons.268 Under Article 5(1)(e), it will not be possible to 

expand further this database through untargeted scraping of images.  

 

The purpose of use of the constituted database is facial recognition, which covers both verification 

and identification purposes. If the resulting databases are not prohibited per se, they cannot be used 

as the reference databases for the real-time use of RBI as the reference database needs to be 

appropriate to each authorised use.269  

 

Points of discussion concerning the resulting facial recognition database and the notion of ‘output’ 

Is the resulting facial recognition database constituted with a prohibited AI tool (such as an 

automated image scraper) covered by the prohibition of Article 5(1)(e)?  

Article 5(1)(e) prohibits the AI tool used for untargeted scraping to create or expand a facial 

recognition database. It is not the creation or expansion per se of the database that is prohibited. But, 

logically, if the results of the illegal scraping of images are gathered to create or expand a database, 

 
Intelligence Act) and amending certain Union legislatve acts’, Amendments 51 and 225; and Artcle 5(1)(e) AI 
Act.   
268 The database is called TAJ, Traitements des Antécédents Judiciaires, created by Décret no. 2012-652 du 4 mai 
2012 relatf au Traitement des Antécédents Judiciaires (Decree 2012-652). 
269 Rec.34 AI Act.  
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such a database should also be prohibited as a consequence. However, their constitution is also 

subject to EU data protection rules. Based on the decisions by various EU DPAs concerning Clearview 

AI, their constitution will not be allowed under data protection law due to the lack of an appropriate 

legal basis. 

 

Is the resulting facial recognition database an output of the AI system used to scrape the images? 

According to Article 1(c) of the AI Act, the AI Act applies to ‘providers and deployers of AI systems that 

have their place of establishment or are located in a third country, where the output produced by the 

AI system is used in the Union.’ Article 3(1) of the AI Act provides examples of outputs: ‘predictions, 

content, recommendations, or decisions’. Beyond these examples, the AI Act does not define the 

concept. Following Recital 22 of the AI Act, the ‘AI Act applies to providers and deployers of AI systems 

that are established in a third country, to the extent that the output produced by those systems is 

intended to be used in the Union.’  

Concerning Clearview AI or providers of similar AI systems (e.g. PimeEyes), is it the facial recognition 

database created from the scraped images which is considered as the output of the automated image 

scraper or the mathematical representation of the scraped images gathered in the facial recognition 

database?  

4.3.2 Through untargeted scraping of facial images  

The prohibition is limited to facial images and does not cover other biometric data, such as voice 

samples that could be scraped from social media (through video available online) to create voice 

recognition databases. Concerning the format of the facial images, one could argue that, at the stage 

of their collection (i.e., when they are scraped), these images include photographs, which are not 

biometric data yet.270 However, once the database is constituted, they are technically transformed to 

allow the biometric recognition of individuals.  

 
Web scraping is a process that involves the use of bots to extract data or content from different 

sources automatically. These bots are software ‘programmed to sift through databases and extract 

information,’271 including facial images. The AI Act prohibits the making available, supplying, or use of 

these tools that are used to either create or expand facial recognition databases.  

 

Concerning the tools used by Clearview AI, a reference is made to the ‘automated image scraper’272 

in the complaint drafted by NOYB to describe the search of publicly accessible webpages and the 

extraction of facial images and associated metadata. However, neither the technical functioning of 

this tool nor the technologies used are explained in detail. Technical experts should be consulted 

for technical input on the different tools and technologies that can extract data, and in particular 

facial images, from a website, webpage or a platform.  

 

 
270 Rec.51 GDPR, Art 4(14) GDPR.  
271https://www.imperva.com/learn/application-security/web-scraping-
attack/#:~:text=Web%20scraping%20is%20the%20process,replicate%20entire%20website%20content%20else
where. 
272 E.g. complaint drafed by NOYB htps://noyb.eu/sites/default/fles/2021-05/Clearview%20AI%20-
%20EN%20DE%20-%20noyb%20-%20redacted.pdf and addressed to the Austrian DPA; and  
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Although the adjective ‘untargeted’ is not defined, it relates to scraping, a technique that operates 

like a ‘vacuum cleaner’, absorbing as much data and information as possible. Scraping indiscriminately 

harvests data or content. Thus, the notion of ‘untargeted’, meaning without a specific focus on a given 

individual or individuals, derives from the notion and purpose of scraping. For instance, Clearview AI 

scraped billions of photographs indiscriminately without targeting specific individuals.  

 

If a scraping tool can be instructed to collect a portion of data or information, then the scraping 

becomes targeted. This is not covered by the prohibition. In the context of data retention, targeted 

surveillance measures for the purposes of safeguarding national security and combating serious 

threats are allowed when ‘limited, on the basis of objective and non-discriminatory factors in terms 

of categories of persons concerned or using a geographical criterion, for a period that is limited to 

what is strictly necessary, but which may be extended.’273 However, the Court did not discuss whether 

and under which conditions targeted surveillance could be conducted for the investigation, detection 

and prosecution of offences other than serious crimes.   

 

As a suggestion, in law enforcement, targeted scraping could mean that the collection of images is 

connected to a class of victims or suspects linked to a serious crime, and thus would not lead to 

indiscriminate surveillance as a specific crime is targeted.  

 

For example,   

The targeted collection of images focusing on a class of victims or suspects, by using crawlers to 

pick up on images of victims that traffickers post/advertise on social media channels (such as 

telegram), will not be covered by the prohibition.  

 

Background: Clearview AI’s facial recognition technology   

✑ ‘Clearview AI is a facial recognition software company founded in 2017 in New York. The company’s 

face collection has grown from 3 million images to 20 billion with the promise to develop it further. 

The photographs held by Clearview AI have been scraped from social media (e.g. Facebook, YouTube, 

Twitter, Venmo) with an ‘automated image scraper’ as described by NOYB in its complaint to the 

Austrian DPA. This tool searches the Internet and detects images containing human faces. It collects 

these images with any associated information (such as the source of the image (URL), the geo-

localisation, and sometimes the names of the individuals). Then, the facial features are extracted from 

the pictures and transformed into mathematical representations, which are hashed for indexation and 

future comparison. The hashed vectors, together with the images and associated information, are 

stored by Clearview AI. When a user uploads the picture of an individual, they will run the search 

engine to determine whether a face is known. The uploaded image will go through the same 

mathematical transformation as the scraped images and will be hashed to be compared with already 

stored hashed vectors. The results communicated to the user are not the hashed vectors but the 

corresponding images with associated information.’ 
  

 
273 Joined Cases C-511/18, C-512/18 and C-520/18, La Quadrature du Net and Others, judgment of 6 October 
2020, para. 168.  
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Extracted from Clearview AI: Illegally Collecting and Selling Our Faces in Total Impunity, Part I, 

Blogpost, CiTiP, 28 April 2022. 
 

✑ Article 5(1)(e) of the AI Act prohibits the placing on the market, putting into service, and use of the 

AI tool, the ‘automated image scraper’, which will be used to indiscriminately collect images to build 

up or expand a facial database. Therefore, it prohibits explicitly the means, not the database itself.  

 

4.3.3 From the Internet and CCTV footage 

The sources of the images can be both online and from a physical network of surveillance cameras. 

Examples of scraping facial images from CCTV footage could include footage operated in publicly 

accessible places, such as airports, streets, parks, etc. It should also be extended to the scraping of 

facial images from CCTV footage from private or semi-public places, such as CCTV footage from 

residence buildings.  

 

Scenario 11- Untargeted scraping of facial images from social media to create a facial recognition 
database  
A company outside the EU used an AI-based web scraping tool to indiscriminately extract facial 

images from various social media websites to develop a large-scale facial database composed of 

several billions of images and related identifying information. The company sells access to its 

platform to law enforcement authorities and private entities. In addition, it licenses its AI-based 

face web-scraping system to enable users to create their own facial database. Which practices are 

covered by the prohibition of Article 5(1)(e) of the AI Act?  

 

The company’s services can be divided into two distinct operations: first, it provides access to its 

end-product, which is a large-scale facial database that results from untargeted web-scraping; and 

second, it offers the use of its face web scraping tool, allowing users (either law enforcement 

authorities or private parties) to create their own facial databases.  

 

1) Access to the large-scale facial database is not covered per se by the prohibiton as Artcle 

5(1)(e) prohibits AI systems that create or expand of such databases. However, this part of 

the scenario is covered by data protecton rules (as analysed by various DPAs in their 

decisions against Clearview AI and the police authorites using its platorm). 

 

2) By contrast, the use of the web-scraper tool to indiscriminately collect facial images to 

create or expand a facial database for biometric recogniton purposes falls within the 

prohibiton of Artcle 5(1)(e) of the AI Act. It does not mater whether the facial database is 

created for law enforcement purposes or private sector use. The fact that the provider is 

located outside the EU does not prevent the applicaton of the AI Act rules as soon as the 

technology is provided to deployers in the Union.  
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In conclusion, using an AI-based web-scraping tool to indiscriminately collect images from various 

sources to create or expand a facial database for biometric recognition falls under the prohibition 

of Article 5(1)(e) of the AI Act.  

[Case inspired by Clearview AI’s practices] 

4.3.4 Out-of-the scope of the prohibiton 

The prohibition does not apply to the untargeted scraping of biometric data other than facial images 

(such as voice samples). The ban covers the AI systems used to create or expand facial databases, but 

it does not extend to the use of the databases, which should be covered by data protection rules (the 

GDPR and the LED). The AI Act does not apply to ‘AI systems developed or put into service for the sole 

purpose of scientific research and development.’274 Thus, an automated image scraper developed to 

create a facial database for research purposes is not subject to the prohibition of Article 5(1)(e) of the 

AI Act.  

 

It does not apply to AI systems used to categorise individuals on the basis of their age, gender etc. nor 

to AI systems which harvest large amount of facial images from the internet to generate new images 

about fictitious persons because such systems would not result in the identification of real persons. 

 

Finally, if the national security exemption applies, the prohibition will not cover the constitution or 

expansion of a facial recognition database through untargeted scraping for intelligence gathering.  

 

Scenario 12– Development for training purposes of a facial database through untargeted 

scraping of facial images from an existing photo platform  

A research team at a university needs to train their facial recognition models on non-professional 

facial images, i.e. with different poses, light exposures, and angles. They collect a large volume of 

images, around 1 million images linked to more than 300.000 persons, to have two or three pictures 

from the same individual. They will use a web scraper to harvest images from photo platforms, such 

as Flickr, to build up their gigantic database. No additional information, such as name or other 

identifying information, will be collected with the images. The researchers are only interested in 

diverse photos from a technical perspective. The database will be released in open access under 

the restrictions that it can only be used for research and development. Does this case fall under the 

prohibition of Article 5(1)(e) of the AI Act?  

1) Images scraped from the Internet 

2) Purpose of collecton: to create a facial database that will be used to train facial 

recogniton models. From a technical perspectve, training a facial recogniton model is 

diferent from performing facial recogniton as the goal is not to identfy anyone but to 

train models.  

Conclusion: As the purpose is to scrape images to constitute a database for AI training purpose , 

this practice will not be covered by the prohibition of the AI Act.  
 

 
274 Rec. 25 AI Act.  
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Additional issues to consider are the interplay with data protection rules (the legal basis to collect 

the facial images as publicly available images are not freely re-usable), copyright issues if 

applicable, and the terms and conditions (contractual rules) of the photo platforms that might 

prohibit web scraping, including for research and development purposes.  

 

[case inspired by the constitution of MegaFace]  
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5. Conclusions and takeaways  
 
The Guidelines the European Commission will publish are intended to be a living document, which 

should be enriched with additional examples based on the feedback of deployers, but also civil society 

and citizens. As the prohibited AI practices are those that pose unacceptable risks to society and 

individuals from a fundamental perspective, the involvement of NGOs and civil society is very 

important. They could also provide helpful input for the content of the Fundamental Rights Impact 

Assessment.  

Takeaways for deployers:  

Concerning the real-time use of RBI in publicly accessible spaces and the three exceptions: 

 

- The provisions permitng the real-tme use of RBIs in certain situatons do not the legal basis 

on which law enforcement authorites or persons or bodies actng on their behalf can deploy 

the AI systems. These provisions provide a framework of rules that allow Member States to 

adopt rules in their natonal legislaton to authorise real-tme use RBIs in the cases explicitly 

allowed by the AI Act. However, Member States are not obliged to provide these exceptons in 

their domestc legislaton.  

 

- The AI Act does not replace existng legislaton. In the case of real-tme use of RBI, the 

deployers must also comply with the rules of the Law Enforcement Directve and with the 

conditons allow restrictons to fundamental rights as outlined in Artcle 52(1) of the Charter 

of Fundamental Rights. 

 

- The Fundamental Rights Impact Assessment is the most important document to justfy the 

real-tme use of RBI, which will also serve as an accountability and record-keeping document. 

The document is not a ‘tck-the-box’ tool. Not only does it have to describe the technical 

characteristcs of the system and its performance and accuracy level, but it should also explain 

which fundamental rights are impacted for both the targeted individual and the passersby 

present during the deployment of the RBI system. Law enforcement authorites will also have 

to justfy, in this document, the strict necessity of deploying RBI in the case at stake. Although 

the AI Act does not impose the publicaton of FRIAs, deployers should consider making them 

available.  

 

- Besides real-tme RBI, the AI Act has introduced specifc rules for retrospectve use of RBI for 

law enforcement purposes, which are classifed as high-risk systems and subject to additonal 

rules due to their purpose of use (law enforcement), as specifed in Artcle 26(10) of the AI Act.  

 
Concerning untargeted scraping: 

- The prohibiton relates to the AI tools used to indiscriminately scrape the Internet or CCTV 

footage. Even if it does not prohibit the resultng facial databases, it does not allow their 

consttuton. The creaton of these databases falls under data protecton rules. Likewise, the 
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AI Act does not allow for the use of Clearview AI, which has been fned by several DPAs for 

illegally scraping facial images of individuals located in various EU Member States.  

 

Takeaways for Member States: 

 

- Concerning the exceptons to real-tme RBIs, Member States are free to allow all of them, some 

of them, or none of them. If they decide to allow all or some of the exceptons, they must 

adopt them together with specifc conditons and safeguards detailed in Artcle 5(2) et seqs of 

the AI Act in their natonal law. The AI Act is not the legal basis for the real-tme use of RBIs. 

According to Artcle 5(5), Member States can also introduce stricter rules for the deployment 

of real-tme RBI.  

 

- Besides real-tme RBI, the AI Act introduces specifc rules for the retrospectve use of RBIs for 

law enforcement purposes, member States that have already allowed such use in their 

natonal laws will have to update their procedural rules in accordance with the conditons set 

in Artcle 26(10) of the AI Act. Member States can also adopt stricter rules. Those can include 

prohibitng the retrospectve use of RBI at natonal level.  

 

- Member States are in charge of the implementaton of the AI Act, through the designaton of 

Market Surveillance Authorites and the enforcement of infringements.  
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Getting in touch with the EU 

In person 

All over the European Union there are hundreds of Europe Direct centres. You can 
find the address of the centre nearest you online (european-
union.europa.eu/contact-eu/meet-us_en). 

On the phone or in writing 

Europe Direct is a service that answers your questions about the European Union. 
You can contact this service: 

– by freephone: 00 800 6 7 8 9 10 11 (certain operators may charge for these 
calls), 

– at the following standard number: +32 22999696, 
– via the following form: european-union.europa.eu/contact-eu/write-us_en. 

Finding information about the EU 

Online 

Information about the European Union in all the official languages of the EU is 
available on the Europa website (european-union.europa.eu). 

EU publications 

You can view or order EU publications at op.europa.eu/en/publications. Multiple 
copies of free publications can be obtained by contacting Europe Direct or your 
local documentation centre (european-union.europa.eu/contact-eu/meet-us_en). 

EU law and related documents 

For access to legal information from the EU, including all EU law since 1951 in all 
the official language versions, go to EUR-Lex (eur-lex.europa.eu). 

EU open data 

The portal data.europa.eu provides access to open datasets from the EU 
institutions, bodies and agencies. These can be downloaded and reused for free, 
for both commercial and non-commercial purposes. The portal also provides access 
to a wealth of datasets from European countries. 

 

 


